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CISPR 16-1-1 JoZk RUERILANGIILEE MR e MUV 58 180 BRIUAPIIEENE e#
(Specification for radio disturbance and immunity measuring apparatus and methods - Part 1-1:
Radio disturbance and immunity measuring apparatus - Measuring apparatus)

CISPR 16-2-1 JC& FLERINAI PN M B B VG MR T7v% B 23 SRIRAGTP & 77 %
(Specification for radio disturbance and immunity measuring apparatus and methods — Part 2-1:
Methods of measurement of disturbances and immunity — Conducted disturbance measurements)

ISO/IEC 27001 2B AR ZLE&HAR EBEZLEMALENR (Information technology ——
Security techniques —— Information security management systems —— Requirements)

ISO/IEC 27002 fEEHA RAHA FEEZAEHLEMIE (Information technology—
Security techniques—Code of practice for information security controls)

ISO/IEC 27005 (B AR Z4&HAR EBEEXEEH (Information technology—Security
techniques—Information security risk management)

IEC 61000-4-1 28 4 #B4r WRIEMEFAR HHEIRE S (Electromagnetic compatibility
(EMC) — Part 4-1: Testing and measurement techniques — Overview of IEC 610004 series)

IEC 61000-4-2 %% 4 #7r WX 5WEH A & B 5 {5 (Electromagnetic
compatibility (EMC) - Part 4-2: Testing and measurement techniques — Electrostatic discharge
immunity test)

IEC 61000-4-3 %54 &7 WKW S5MERA HHBE#ESEN i RR (Electronagnetic
compatibility (EMC) — Part 4-3 : Testing and measurement techniques — Radiated, radio—frequency,
electromagnetic field immunity test)

IEC 61000-4-4 55 4 #B7r X560 5 I & HOAR B P B A2 Bk ph BEHTU 0B 56 (Blectromagnetic
compatibility (EMC) - Part 4-4: Testing and measurement techniques - Electrical fast
transient/burst immunity test)

IEC 61000-4-5 2 4 #4r AW EMWMEE AR IR () Bk 56 (Electromagnetic
compatibility (EMC) - Part 4-5: Testing and measurement techniques — Surge immunity test)

IEC 61000-4-6 %% 4 #B7> X% 5 & BOAR G5 07 BN 1) 4% S BRI S0 E (Electromagnetic
compatibility (EMC) - Part 4-6: Testing and measurement techniques — Immunity to conducted

disturbances, induced by radio—-frequency fields)
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IEC 61000-4-7 %% 4 &5y WG SMEROR i R G0 K PTG i 1 5 R 8 T O B A R
487 (Electromagnetic compatibility (EMC)-Part 4-7: Testing and measurement techniques —
General guide on harmonicsand interharmonics measurements and instrumentation, for power
supplysystems and equipment connected thereto)

IEC 61000-4-8 25 4 &4 WK S5WEHE A TS P E LR (Electromagnetic
compatibility (EMC) - Part 4-8: Testing and measurement techniques - Power frequency
magnetic field immunity test)

IEC 61000-4-9 25 4 #7r WWS5WEFL AR Jk b #7510 E 5% (Electromagnetic
compatibility (EMC) - Part 4-9: Testing and measurement techniques — Impulse magnetic field
immunity test)

IEC 61000-4-10 %5 4 #F 7> 6li6 5 I & B FH JE Ik ¥ W 3% HT 40 B ol % (Electromagnetic
compatibility (EMC) — Part 4-10:Testing - Damped Oscillatory Magnetic Field Immunity Testing)

IEC 61000-4-11 %% 4 #7> W SMEEOR  BEEFE. 5 b A o A2 A0 it B il
(Electromagnetic compatibility (EMC) — Part 4-11:Testing and measurement techniques —voltace
dips, short interruptions and voltace variations immunity tesst)

IEC 61000-4-12 %5 4 # 7 W5 W EH AR IR 5 E X5 (Electromagnetic
compatibility (EMC) — Part 4-12:Testing And Measurement Techniques — Ring Wave Immunity Test)

IEC 61000-6-1 #5645 @AHFRAEME B X Rk XA TSRS B AR (Electromagnetic
compatibility (EMC) - Part 6-1: Generic standards - Immunity standard for residential,
commercial and light-industrial environments)

IEC 61000-6-2 45 6 #7> i FRiE TR BRI AR AHE (Electromagnetic compatibility
(EMC) - Part 6-2: Generic standards — Immunity standard for industrial environments)

IEC 61000-6-3 %5 6 &7 @HARHEE X EL X AR Tl R S5 #E (Electromagnetic
compatibility (EMC) - Part 6-3: Generic standards — Emission standard for equipment in
residential environments)

IEC 61000-6-4 556 #B7r  d FHARAE TALIRE K G A5 ifE(Electromagnetic compatibility (EMC)
- Part 6-4: Generic standards — Emission standard for industrial environments)

IEC TS 62443-1-1:2009 TMEAEML MWEMAG L4 F 1-1 #5: RiE. SRR
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(Industrial communication networks — Network and system security — Part 1-1: Terminology,
concepts and models)

IEC 62443-2-1:2010 TABEMLE  MBEMAGLa 26 2-1 & Tl B R o i
24 (Industrial communication networks — Network and system security — Part 2-1:
Establishing an industrial automation and control system security program)

IEC TR 62443-2-3:2015 Tk HENE AR RG24 28 2-3 Hi70: TACS A4 T HE (Security
for industrial automation and control systems — Part 2-3: Patch management in the IACS
environment)

IEC 62443-2-4:2015 Tk H MR R Gt 4 5 2-4 #5r: TACS IRS5 1Rk & e fe 3 25K

(Security for industrial automation and control systems — Part 2-4: Security program
requirements for IACS service providers)

IEC 62443-2-4:2015+AMD1:2017 CSV T EHsifb M Rt e 55 2-4 &7 TACS M55 H2fHt
7SR ER (Security for industrial automation and control systems — Part 2-4: Security
program requirements for IACS service providers)

IEC 62443-2-4:2015/AMD1:2017 f2&5tff 1 Tolk e MRl Rgi 24 55 2-4 #70: TACS k%5
AR 2R ER (Amendment 1 — Security for industrial automation and control systems —
Part 2-4: Security program requirements for IACS service providers)

IEC 62443-2-4:2015/COR1:2015 #piFE 1 T EZMEMER RGEw4e 5 2-4 85 TACS %
R 2 ST TR (Corrigendum 1 — Security for industrial automation and control systems
— Part 2-4: Security program requirements for IACS service providers)

IEC TR 62443-3-1:2009 TOB(EM% MAEMAGLAE 56 3-1 #r: TlHsib s R4
ZA iR (Industrial communication networks — Network and system security — Part 3—1: Security
technologies for industrial automation and control systems)

IEC 62443-3-2:2020 Tk HEhLAERI RG24 55 3-2 80 : KRG it RN IFfL (Security
for industrial automation and control systems — Part 3-2: Security risk assessment for system
design)

IEC 62443-3-3:2013 TMVIEEMZ MM AGLE 53350 RALEIERMLEFL

(Industrial communication networks — Network and system security — Part 3-3: System security
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requirements and security levels)

IEC 62443-3-3:2013/C0R1:2014  #yiRE 1 TlLBfEME WEMRGZE 8B 3-380: RS
LR 2 4% 2% (Corrigendum 1 — Industrial communication networks — Network and system
security — Part 3-3: System security requirements and security levels)

IEC 62443-4-1:2018 Tk BRI RI RS MLt 26 4-1 500 24 TR A i Ja 01 2E5K

(Security for industrial automation and control systems — Part 4-1: Secure product development
lifecycle requirements)

IEC 62443-4-2:2019 T HZNL MG RG24 5 4-2 #0: TACS BfFRR & 2R

(Security for industrial automation and control systems - Part 4-2: Technical security
requirements for IACS components)

3GPP TS 33.310 &2z 41 (NDSD ; AUEHESE (AF) (Network Domain Security
(NDS) ;:Authentication Framework (AF))

3GPP TS 24.501  HT 56 RAMAEFENZ (NAS) il (5GS) ; BBt 3(Technical Specification
Group Core Network and Terminals;Non—Access—Stratum (NAS) protocol for 5G System (5GS) ;Stage
3;)

3GPP TS 33.501 56 RALXAHMMIEFE (5G;Security architecture and procedures for 5G

System)

3 AIBMZEX

GB/T 22239-2019. GB/T 22240-2020. GB/T 35673-2017. GB/T 41780. 1-2022 5 5& 1 Sz LA AREF

5E SGE A

3.1

=ML cellular network

NFEHBNME, (mobile network) f&—FRREANIEAE BECHAEH, 7 DI g (9 25 A A 708 5 X 2%
HH T4 o W 2% 7 i X - B A M 5 (M5 S R 2N, T B M 2R — Mg s M43 44

3.2
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TsEE=M4%  industrial cellular network
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3.3

M&N )  network slice

WZE )R e — Mg fR R 77 2, AT PR IS R 7R 48— 0 R Al RO 170 185t 221 R 400 A g 59 i DA
2, B TSRS R 15 208 0 0 _EREATIZ AR A, DG & A & R R A N

4 HEHgiE

AR S T A

AKA: B EEF 2 4A 101 (Authentication and Key Agreement)
AMF: BN R EFIIEE (Access and mobile management function)
APT: NAH#FERZD (Application programming Interface)

AUSF: TAIER4528ThHE (Authentication server function)

CPU: 1 deib#%8 (Central Processing Unit)

DDos: A B4 RSBy (Distributed Denial of Service)

DN: H#EM2% (Data Network)

EPS: J##E/H RS0 (Evolved Packet System)

FTP: Cf-A&%ithi (File Transfer Protocol)

gNB: Jufi i ThEEsE A (gNodeB)

IP: HEXM PP (Internet Protocol)

1Pv4: HEERIPMYLEE4R (Internet Protocol version 4)

IPv6: HEXM PR EEANR (Internet Protocol version 6)

ToT: WHEM (Internet of Things)

LAN: J53#™ (Local Area Network)

LAN-VN: J&3EM-EIIN% (Local Area Network-Virtual Network)
MANO: EHFgmHF (Management and Orchestration)

MEC: ZHENBIZ T (Multi-access Edge Computing)
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NAS: FEEEANJZ (Non—Access Stratum)

PLMN: A 3LFE#i# 2 (Public Land Mobile Network)

QoS: fR%FiE (Quality of Service)

RAN: £ A% (Radio Access Network)

SEAF: Z4=4iThEe (Safety anchor function)

SEPP: 4% #4948 (Security Edge Protection Proxy)

SLA: HREZZWMN (Service Level Agreement)

TLS: f&#iJZ 24 (Transport Layer Security)

UDM: Gi—##5E ¥ (Unied Data Management)

UE: /%4 (User Equipment)

URLLC: & vl &M 5 KH 2838 5 (Ultra Reliable & Low Latency Communication)
USB: @A H# 7K 2k (Universal serial bus)

USIM: &ERF P iHR5+ (Universal Subscriber Identity Module)
3GPP: 55 =AU&1EMkFEit &) (Third Generation Partnership Project)

5GC: 5GK%CaMZE (5G Core Network)

5 BHREEX
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