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NHEEFERXS BMFUER (CA) EFEBEEANTE
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1. EREE

AHVEHAE (AT 5 BT INERSE B IMNE GRIT)), SIREZRE LSRN HE
FLR B AR R RINBARINTE, 56 RGOSR, R RGEECTFIET N EE bR %k
BRESR S BERAR, G HAEBR AL L, IFRAHIES N R O AT R AR s L SR E
TREZR A28 44 B8 UE S AR R ]

AHVE 45 S IO B R GOEH N et TR, 18% i AEIR S AU B A br it 4t
—HRERNM D, PEE R RG LI TR AL P 2R 5 BT 28 4 R i 55 45 22 4 T

RE -
2. AEMsIAxH

B SCARE T AR SO (R S b AN T D o R R A 51 SOk, A B AR IE T
AR LA H B SIS, HEofiR A CEFEITA B & T AT

(GB/T 35275-2017 15 HZ R SM2 5 5k s 2544 74 AL TG )

(GB/T 35276-2017 {& B &4 HR SM2 i 65 SEAL I TE )

(GB/T 35291-2017 {5 B ZAHAR FEEE G PIRL N HH: G )
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(GM/T 0033-2014 A 1] 842 1 R )

(GB/T 7408-2005 i F152 #iebfs A5 B A2 He H IR [A] R 7R 7%

(GB 18030-2005 15 BFEA 1 it F1F 4R )

(GB/T 7027-2002 15 273 F1 g b i) FE A S ) 5 779 )

(GMT 0034-2014 %:T SM2 % EEPIEFIMNIE RG0S K& HAH G2 A HAMIE)

(GBT 25056-2018 152 ZA&HAR IEFIAIE R G %Y S HAH K 22 4 BRI )
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3. ARIBFMENX
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3.1.1  ETIBFREAR

WRIGIEARBARAHSAIE AL T, DU i SON BB, RS SR 58 s Phn i 3l
L RE .

BRSO T % BREUE ST BUE M. K& BIElcE i A7 1A 2 . A N A
0 HL 7 SCE R AR F R 22 FH 38 AR RE PR P 25 3R At A 13 1 Kt Fa S

3.1.2  fAtsA

P IR S bR I B vk N B At 2
3.1.3  1BHRRIEHM

RV SLFFFR PR PR AR ER R 55 1A 2 A H Y
3.1.4  $##RA

SINFHEARE S, AR RO NSRS SRR S i N . A E 2R
3.2 FARIARH

3.2.1  ANHBRSESE

%

N A HL T AR R A 5 T Z AR R A HEMFE, oM, T
BRI A RGIE B S, BE MR INEE TG ARG T & Bk G
B VA GE M ARKAT . FARILTE, CA I, BREAH.. B AE FHANLSUEAE. 1T
WA SEREPAR B SRAMT U B W IE 55 IR 55 T e

NI BRI T AR BN 5T 6 SHE- T 6 NS T L, HoNTisE
L BRI TR S AR B RE . ATFICEAE G TR B8 38 5 A B UL SR ARG 2
SR SCHFI RS AL

3.2.2. BTFHBEERIFEXHTE
I B RO SO B, AT R A S AR, PN E B, 25, I

BHR B R G SR I TR B R 5L
P HRAR B A 51 6 FE TR SE RAB b AR M R A 5y 1 /e, gdE B, X, &



DB2101/T XXXX—2023

N R AT AR 5 B i B .
3.2.3 TIEHH
535 FaHasttE, HTHIE. Ao B Bbrfi 4 S mds BlfE TR U Hbs TR K
LR VFbR T H S5 AR B bk R R A4 A 1 T3
3.2.4 FERIEREFRRMG
RS T 6. ARRESTE. TEEEFE. kA LTEATIL.. Xigs e L, CA

RS2 2 T U IR, VDA% 6 B AT T RAE HL 7 FE AR bR I 2% 1 2R P {5 IR 52 T 3 ey —
I o

3.3 EEHIRIBRENX
3.3.1 =ik
HET NS 5%, THE FHEERE RS EE T ERE A TH ARSI B A

AN BN B Ak A
—AEARTPUE R TR S AR R S R A

3.3.2 EHHERKAGAR
EROEFAE S LE P EIZENN . BBV S S RE AL, AN
3.3.3  EhkEM
ESCNIEL IR P P ER VIR AR S = PAYN B2 P SR 2Y e 8
3.4 CABFIERHEXMARIBENX
3.41 CA

il (T2 A CRTIGERS EHINEY KE (BT UIEARSVFATIE) A ARt
B UAEMESS LR, R A T UGEAR S HLA .
3.4.2 “HFiER

B CA T PKI BiRZ K WIEFE B A — AN AEEC A S tE, B i f s ss b B iR
Wl HTEL . INEMELEDIRE. EEEAR, WA NER. BAIE.
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3.4.3  fNFiEB
FFE I A A TAE T, Hh s AR 5dE .

3.4.4 ZRIEP
AL AHRECER, EPa S AR ERTE4L, AR IS HdE s
HA 25 S I B
3.4.5 HWFENE
— M I EE B4 B R &S B BN EREEE, T2 5 BT

3.4.6 HFHERE
SCREHLFENEE IR, AL R RSO R S5 I R 1 SRR SR
3.4.7 ENEHM
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3.4.8 HR
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FH P Bt B 2 AR R B B CA HIMELFE T, FReE R ERENAFT4 L

S AL, Sl B B 8 AR AR 15 5 R I B AR T AR AR A4 AN A T g
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S PRSI 28 HE T CA B iE ) TR A

3.4 HEFIEBFERAAO
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3.4.13 fR%%

P2 S A I S RIS R
3.4.14 ¥FEEZ

B IDAE B BT B — S, BOR X EE BT T A AR e, X PR A B e U A B
BT R 2 3 T\ B B TG S YERD e B, R 1R B B e A hid .
3.4.15 BTHEE

FIHEUG AL AR . B 725 2 H AN B 725 4 B e A0 5 485 SO 55 Fa8 VR A 7] 1 AT A 2
B, FEOREE S B, RS N AR .
3.4.16 g

FH P e 10 U T 3% — s U AE P T (4B 7 B 27 i EAEMER . id 3 E0E 5T
SE B EE.
3.4.17 15

L CA = T BB et i 47 S griR Al S0 IR AN B A I A
4. FEENIEB B ARMTE
4.1 #EOMM

4.1.

—_

£ O AL 52 RA

—

v O https.
- Bl JSON kg =,
v WM Lg% al: Content-type: application/json; charset=utf-8

[SSERNN )

4.1.2 BIRLGMIK

4.1.3  IERB/ICEMIK

"head": {

n.,mm
. b

"platformcode

n, nn
. B

"timestamp

n.mm

"token":
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}s
"params": {}
}
SRR SR B gt B KE | &iE
platformcode FE IR IR string 50
timestamp unix B AL string 50
token PN string 200
params Mr 2517 SR X R FAR W 1 B

4.1.4  MRNIREEHF

{
"msg": "HRAERIN",
"code": 200,
"data": {
"token": ""
}
}
SHLLTR ZHVLY HAY BHRKE | &k
code RS int 1
msg IR WKW | string 200
AR 15 BRI
N
data Mk 551 SR 5 FL A A% 11 5
4.2 BOMRS

4.2.4  FRWA

10 N ARG/ BEF APP 135 3K HAl 1% VT 75 S8 R H IREGAE 2 42 1, #5.2] token.

2. N ARG R QI R 1, ARIE R RO L, RN A

3. APEHBENET APP 91, 5K 4GS B R BOL S5 R, RS,
FHORORAF RS BRAE S R R 1,
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4. R RGP R WA SR A W SRS R 45 S L3RRS 45 R . A 3R —4EIRES A B
Wik, RGN RSO SE R, AT @ R .
4.2.2  #EORAA
FRIAIE 2 pit

Diee v W1 : TSR AT, TR DR IE 2 R, AR T PR R 5 00 3 A DR 5
2, IR RA R, e NA R

W7 HERITH: Post

B Hhbk: /lytzs/cadog/applyToken

S
fan NAE {
"head": {
"platformcode": "",
"appkey": ",
"appsecret": """,
"timestamp': "'
}
"params": {
}
}
pAEI N {
"msg": "EE/ERLTN",
"code": 200,
"data": {
"token": ""
H
}
HRZSH
SHALTR SR K KL | &I
platformcode FEhr IR string 50
appkey DA string 50
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appsecret N ALEH string 50
timestamp unix Bk string 50
Wi 9 254«
eI ZH eyt B | &E
token TRk 4 string 200
4.2.3  fQETHEEERD

ThEewi . N RGURL 55 8 Ak . HIRAG 4B FRiR, T {3 O — e AR 1R AR O B —
YEf
WA 1ERT70: Post
Bl Hbhk: /lytzs/cadog/createQR
SHU%
PN {

"head": {

", mm
* b

"platformcode

n.omm
- b

"timestamp

n.mm

"token":

}
"params": {
"grinfo":" {

I [ElE {

"status": {
"code":,
"text'": "",

n.mm

"timestamp":
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"custom": {
"qrcodeid": ""

H
TR
SRR ZH eyt B | &7F
grinfo W15 B X% string
Wi 97 5«
SR ZHUL KA B KE | &0E
greodeid YRR String 200 FTAE il 4

4.2.4 TETHBERED

ThRew Ml A2 SNIESS APP R, JHi —4EMARRIREOL (5 B, WOk 555 B kAT J5 2k

B ERAE

W7 #ERIT: Post
B Hhbk: /lytzs/cadog/getQRInfo

S
LIPNEL
"head": {
"platformcode": "",
"timestamp": "",
"token":""
}
"params": {
"gqrcodeid": ""
H
iR [ {E
"msg": "ERAERLTD",
"code": 200,
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"data": {
"grinfo": {
h
H
}
IGENISE
SRR ZH eyt B | &E
grcodeid RS AR IR String 200 T A R =40
LOIVE S
SR SV FHY B | &E
grinfo V& ZENSSIER object

4.2.5 {REABBELERED

10

Digeui Wl BaiE+s APP LSS B EE, Wi e R bae, (N RGHRE.
WA ERT R Post
POt /lytzs/cadog/saveQRResult

SR
NAE {
"head": {
"platformcode": "",
"timestamp": "",
"token":""
H
"params": {
"qrcodeid": "",
"grinfo": {
}
}




DB2101/T XXXX—2023

}
IR [A{H {
"msg": "#AEID",
"code": 200,
"data": {}
}
i RR S
SH AR SH A BURKE | &I
greodeid T YERG RN String 200 FH T A 446G
qrinfo 5515 BXT AR string

Wi LA S TE

4.2.6 ETAFAEBELERED

DR Ui N R GRS 4R hR IR, SRIGIRGERAE SR, AR e SR HEAT b 55 4 A

WHTT: ERTT: Post
B Hhbk: /lytzs/cadog/getQRResult
ZHk

PN {
"head":{
"platformcode": "",

"timestamp

n.,mm
. >

n.nmm

"token":

}
"params": {

"qrcodeid": ",

umsgu: nﬁ‘%,f/EEinJn’
"code": 200,

11
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"data": {
"qreodeid": ",
"qrstatus": "",
"qrinfo": {......}
}
}
SRR
SH AR SHL Eit HHRKE | AT
greodeid TYERDRR R String 200 FFA = 4ED
M J82 4R 3«
SH AR SR HA B K | &I
greodeid YRR IR String 200 HH A B 4G
qrstatus i ATV OB EHES String 50 LR % A AR
qrinfo N ZENSSTES object T ZYERS R 58 ANFE], I,
Bz B 55 {5 B X &
4.2.7 FBEBFIEERR
ThReuim .

12

L N RS RE w I wl e LVRECE 1 B & 1

2. BE T RSO O AR AN I Il R S5 A .

WH 7R 3R Post
B HbbE: /lytzs/cadog/getSeal

2 LR Bl

L PN

"head": {

}

"params": {

"platformcode":

"timestamp

"certsn

n.,mm

n.mm

n.mm

"token":

B

n. nn

* b

B
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}
}
SAEE {
"msg": "ER/ERLIN",
"code": 200,
"data": {
"seallist": {
"sealtype": "",
"sealalias": "",
"image": ""
}
}
}
P& LSRR
ST SR KA ke | %iE
certsn EH P55 string 50
AL IIVE S
SRR SR W] RE I KE | %IE
sealtype H, B 72 2871 string 50 TEWB % A BRI R
sealalias B & ] FR Json 50 % 6 N7, FT RoRFEED
AR s — B A
L ENELE
validate 2 R0 yyyyMMdd | 50
HHmmss
image BN & string 2
4.3 SDKH

LA jar B¢ dil R SR AR 2k SDK. N R g v i@ M SDK 75k, TN . 108884t

13
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4.3.1

+ TIREEA

1o IRIERARIRSC, BRIUESS . B41MH, TR ERE.
2. CA WM T SEIL 7%, FEER AL R4 SDK, AR S IE 15 FL I FL IR 55 5 & KA .

3. HIEAFR:

verifySign(org, signaturecert, signed)

4.3.2  FESHIRA

SRR ZHu W FH B KE | 2ELEH | RE

catype CA HlL #4925 | string 2 = TR AAR AL T

gt

org J ST string 500 &

signaturecert AR string 500 & 1Pt S Eil
RBOERE B #
TESRIL .

signed 244 A String 500 & Al R
4 B IREL o

4.3.3  FRIREIEE

true: JRAERLT); false: HRAE KM
4.3.4  MEFE. NEEULAR

1. RGuENSEL, A SDK J5id:, AT 484k .
2. CA WM T3t 7id, FHIRAEEILk SDK, (LR 2)IE+5 BLEK B AR 5 B & K A
3. A& FR enctypt(enccert,org)

4:3.5  FFESHIUER
SR S Lt pEI RN S | &iE
DI
catype CA HlLigZA string 2 & R Ay AR T
enccert IR e+ string 500 &
org J5 S string 500 &

14
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IR [1] i 25 %55 <

4.4 BHREBENX

4.4.1 "HEREZER
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ARSI A INEN &N i
01 o
02 Lo
03 i
04 ks
05 SRIGIE 15 B
4.4.2 F\ABKS
FRASTHE ARG TS A i
00 Sl
01 CARS AR AL B
02 SALH
03 TR
4.4.3 RS
AR T INEVB@N i
0 RIK
1 J)
4:4.4 HBFEIEAR
AL TE MEN &N i
0 A R AR
1 B IR MU R A N BT 44 5
2 HLT L el N T4

15
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(M ERITEN AAG TS A HIE
N Wgs e, &, EREHA R
3 I PR,
] — AT FAR AR Bl 5%
4.5 WFEEFR
ZH TR SR Lt B | &7F
qrcodetype ARG string 1
platformcode Lo 6 9ms string 50
timestamp unix A )& string 50
Certobject 7 fi.:
eI ZH A Lt FR KT | &1
devicenum A string 200
dognum EBF 5 string 200
signcert 254 ETS base64 string 500
decryptcert %5 E+ base64 string 500
decryptobjects 9 i
eI Z R KA B KE | &7E
oid X RFRIA string 50
org JEisC string 500
encryed B string 500
result fige %5 25 R string 8 true/false
desc ik string 500
signatureobjects 7 fii.:
ZH AR ZHUL KA IR KE | &0E
oid X R BRI string 50
org GEEA string 500
desc Eiiipa string 500
signed Z4E string 200

16
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5 HFIEBRAMTE
51 HFIERERK
51.1 HFIEREREH

BFUEH 45 79>k | ANS.1 DER 9wfid, JEA 458 i 38 AGIE 4548 TBSCertificate, & 44575 15k

SignatureAlgorithm F1%5 448 SignatureValue —#7>2H i

FERGEINT
Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,

signatureAlgorithm  Algorithmldentifier,

signatureValue BIT STRING }
TBSCertificate ::= SEQUENCE ¢{
version [0] EXPLICIT Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,
validity Validity,
subject Name,

subjectPublicKeylInfo SubjectPublicKeyInfo,
issuerUniquelD [1] IMPLICIT Uniqueldentifier OPTIONAL,
-- If present, version MUST be v2 or v3
subjectUniquelD [2] IMPLICIT Uniqueldentifier OPTIONAL,
-- If present, version MUST be v2 or v3
extensions [3] EXPLICIT Extensions OPTIONAL
-- If present, version MUST be v3

}
Version ::= INTEGER { vI(0),v2(1),v3(2) }

CertificateSerialNumber INTEGER
Validity ::= SEQUENCE {

notBefore Time,

17
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notAfter Time }

Time ::= CHOICE {

utcTime UTCTime,

generalTime GeneralizedTime }
Uniqueldentifier ::= BIT STRING
SubjectPublicKeyIlnfo ::= SEQUENCE {

algorithm Algorithmldentifier,

subjectPublicKey BIT STRING }

Extensions ::= SEQUENCE SIZE (1.MAX) OF Extension
Extension ::= SEQUENCE {
extnlD OBJECT IDENTIFIER,

critical BOOLEAN DEFAULT FALSE,
extnValue  OCTET STRING }
EREIEA T, tbsCertificate 1075 TR BIRMMUAR E LIR, TERKAH, WEHA UK
FARAHIRAE B o signatureAlgorithm G5 1 EFS SR A UKL 25 A T2 AE 15 A O B A SR AR iR 7, —
ANFEHIFR IR ASNLT Z5R 00 F -

Algorithmldentifier := SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL }

ZELIFARRFF L2 thsCertificate 1 1Y) signature FIRIEARIRFFMIA « 515N SM2 i, 5k
FRIRE X GM /T 0006-2012 €25 R AR R FITE ) o signatureValue 07 T X} tbsCertficate #4174k
FRLMER, BB FIME ASN.1 4w pl BIT STRING K8 HLRAFAEUE 25 S H A -

5.1.2 EZRJFHIE TBSCertificate

HATER IS TIEB A5 T BRI AU E CA EE, REEE EEURRA. 751
. BRRIE. MURE . BRON. TR EHRAPEEE.

5.1.3.__BRZA Version

AR T BT AR IRA S o B BAE A ARCAS 3 Of B2 (1 BB B 427

5.1.4 &%= Serial Number

ATiE CA pBess BEFKIEF I — N IEEEEL —A> CA BRI EETKAE A (17 51) 5 2o Ji i ME— 1

18
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Feo 5 i DU KA S, KT 20 A 8 (L7 TP A1 Sl . IEAS SR P a1 5 N ek AL .

5.1.5 ZERHE% Signature

KRIGELE CA 25 R AZAE - BT FH 1 %580 VA bR IR T, BVEAR IR A 5 IE +5 4 Signature
Algorithm W FIEFRRFF A [F] o 2544 SE DL AT 5 1 58 0% A8 A 1106 B R B2 ) M A o JEAR B
IR K 00 2 1 D P BB S0 A I R B, DO B B R B AR AR HE SR . 2 3 SM2 B
HFARRE XL GM / T 0006-2012 &5 8 FFR IRATE Y -

5.1.6 k& Issuer

ARIFFR T 244 AR AT B FAUE B I SE . B AR — A HE 2= B B4 PR, 12T € N
X.501 ] Name 25744,
Name ::= CHOICE {
RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName ::=
SET OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE /{
type AttributeType,
value Attribute Value }
AttributeType ::= OBJECT IDENTIFIER
AttributeValue ::= ANY DEFINED BY AttributeType
DirectoryString ::= CHOICE {

teletexString TeletexString (SIZE (1.MAX)),
printableString PrintableString (SIZE (1.MAX)),
universalString UniversalString (SIZE (1.MAX)),
utf8String UTF8String (SIZE (1. MAX)),
bmpString BMPString (SIZE (1.MAX)) }

Name i | H1 2@ EH R R IRE R AFR, InEZR 4. HBEME, Flin<C=CN”, Hrh
AttributeValue # 7 1 25 24 1 AttributeType i %2 , i % K ¥t /& — /> DirectoryString 28 %Y ,
DirectoryString 25 ! 7] #% 5& X A PrintableString , TeletexString , BMPString , UTF8String 5,
UniversalString, UTF8String Zwfit & & & 4mhd
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5.1.7 B3HA Validity

RIEE— AR B, EXARRBN, CA R4 XTI REER. ZIgE
AN AN EE BN [ (1 SEQUENCE B RUHE : iE 158 ZOM &2 e 18] (notBefore) FITES
A RUPRIZ LR E] (notAfter). X PN [E]# AT E 2y UTCTime 284 8% GeneralizedTime S 443
AT %1% . GeneralizedTime {H W 25 FH 4% AR Jg 36 br HE IS 1) 8 7%, HL 20060 & B0 CRITRE )%t
YYYYMMDDHHMMSSZ).

5.1.8  ZE{& Subject

AIEE T 5 AT 2 BRI B SR . F2 AR 44 BT RA H LA 2 P i 3 46 5 e 44
PRI &I (SubjectAltName). WIRTAMRZE A CA, A4 T ARILL A HE 5 K Bl A7 IE -5 ) A
KEMEAE, —A CA WER A FARTARKI EL A4 FRREME— . —> CAR AR k5K
PR LA R IR B0 24 R 28 R 2 AMIEAS o IZIARE N IZTHOE N X.501 ) Name 87,

5.1.9  FE&A$A{EE Subject Public Key Info

AT SRAR VR A FA A N 1 AR H R o NS R H BIEFR IR AT Algorithm Identifier 45445k
Fone HEN SM2 B, kbR R E X GM Y/ T 0006-2012 (565 5 FHFR IAEVE ).

5.1.10 EPIT RIIKEIELEM

AT E SCAUE Y R DR AL A8 LEROINR 1 [ 7 B A §FIAR SRR IR U ik BLRGIEAS S5 44 14
EELTIR . UL Se VR SRS R TR L 97 JE 3o B ANIEAS Hh A7 Ji m] LASE SORRGIR B 1 1Y
AAERBEVER . — Y REH 280 A REY SRR, ¥R MY R T . ™ e oCHE
J (extension eriticality) I —/MIEF B HIF 2 15 T DAZIS R — 3 AL IEH IR R G
RARER BRI RS, WAHBLE RS2 ZIES:, WARARER B AR Y E, ] U2 %9
M5 B

WARASRHER) CA WASCFFEPARRAT . JEA IR B P REANE S SRS 9 it o IR AR
HE RN T 2028 /D RE S R S P S S IEP SRS . SRR AUE MU S AR IRAT . AR PIhR
RFEAY T U P T -

5111 tRfET B

5.1.12 MAHMZHRFRIRFF  Authority Key Identifier

ATERAE T —F 073 HRBI SIE-BEA RN A .. B0 E BT 2 D E P
W TR AT B A4 B YIS E FZ Y e . R0 T 3 T U IE T o ) A B AR IR AT B

20
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BT MR A FEAFP A5
CA PRI A IE BN A $E AuthorityKeyldentifier ¥ & 1) Keyldentifier T, PAME FHERI 7.
CA LI“E% (self-signed ) UEFIEURTBIL AR, 7T LA BEAUENLIL 2 PR IR T o
ARTRE W] FIMEIE T 9 R AT FIAE CRL 7 & . A TR IR A SR IGIEAEIEF 80 CRL 224 KA TT
Y. BRI — CA AR EH. BT AZZIERSN, Fra et »aa &4,  Hina
NAEREEY o
id-ce-authorityKeyldentifier OBJECT IDENTIFIER ::= {id-ce 35 }
AuthorityKeyldentifier ::= SEQUENCE {
keyldentifier [0] Keyldentifier OPTIONAL,
authorityCertlssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL . }
Keyldentifier ::= OCTET STRING

5.1.13 EHFZHAMRRF  Subject Key Identifier

TR —FRB A GG —MNRE APIFREP I % YRR THOMER A IFESH, ©
RS X 70 [F) — AR A I AN TR

X8 IR IR AT 1 B AR B AN AR R TR =, B DR PIARTT SRR ME— . CA
85 RAIE A5 I 5 24 CA UESS AR 47 J 1) AR T 28 2% S SE A IE 45 AuthorityKeyldentifier 47 & o )
Keyldentifier I,  CA EFS 1 E AR B PIRR R T RIS B v B0 2 e — A 1 07 i e o 20 5K
AR EAARZPIFR IR NN AR S H

FIT AT (KL.CA TEAS L IR A Y, el T AE S T

id-ce-subjectKeyldentifier OBJECT IDENTIFIER ::= {id-ce 14 }

SubjectKeyldentifier ::= Keyldentifier

5.1.14 ZE$ARL KeyUsage

FARNEY e L TR BB HIHE (nmE . %4 ZBRIEBE) . BHHERR T H
TR E HAH R AR T MilE . B E X

id-ce-keyUsage OBJECT IDENTIFIER ::= {id-ce 15}

KeyUsage::=BIT STRING{

digitalSignature 0),
nonRepudiation (1),
keyEncipherment ),
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dataEncipherment 3),
keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7>
decipherOnly ®)}

P ) CA AEP b EAE A JE, 1y HLAA AU 5 keyCertSign IX— 2 g I UE+S AR Jis

WEHS I, 2 BB eI E eSS, RN A E A RBE AT K . ALY ] 2 R
BARSCHER),  HEBAUR .

5.1.15 # REE$AMIE Extension Key Usage

ARTHE W] SRR (U A5 A e U 10— Rl el AT i, AR s TR e T 45

(I3 A g b 78 BB AR

id-ce-extKeyUsage OBJECT IDENTIFIER ::= {id-ce 37}
ExtKeyUsageSyntax ::= SEQUENCE SIZE (1.MAX) OF KeyPurposeld
KeyPurposeld ::= OBJECT IDENTIFIER
AT BRIC A R EAR R, AR IUAE DR o ASHRUEE SCF S P i
id-kp OBJECT IDENTIFIER ::= { id-pkix 3 }
id-kp-serverAuth OBJECT IDENTIFIER ::=  {id-kp 1}
-- TLS Web server %7
-- Key usage W% & 7 digitalSignature, keyEncipherment B keyAgreement
id-kp-clientAuth OBJECT IDENTIFIER ::=  {id-kp 2}
-- TLS Web client %7

-- Key usage 1] & M digitalSignature F1/5¥ keyAgreement

id-kp-codeSigning OBJECT IDENTIFIER ::=  {id-kp 3}
- ] AT A ) 2544

-- Key usage W[ BN digitalSignature

id-kp-emailProtection OBJECT IDENTIFIER ::=  {id-kp 4}
-- E-mail fR$7

- Key usage 7] % & A digitalSignature , nonRepudiation, F1/ 5 (keyEncipherment B¥

keyAgreement)

22
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id-kp-timeStamping OBJECT IDENTIFIER ::= { id-kp 8 }
- KX R EINE S A — I TR) P A f i 8] 96 52

-- Key usage A% & N digitalSignature, nonrepudiation

5.1.16 IEP M CertificatePolicies

AIEE T —RIEMEEESH, A% BAEHE — OID Fl—/ Ak KPR & 2451

TER PR A, XL SEmE (5 545 B /il 1 UE PR O A4 1 S s DLGE B N B W5 4E CA
UE R, XSRS 2% H 48 T A S X ANIE I IE AR I RIS S

BAE BB EEAY AR, &5 R &R .
5.1.17 EHA&RH

AT TR EH F K2 B2 —A CA, i CA P Re AR INEB IR A 2 K.
pathLenConstraint 7B X 7E CA & B AN TRUE B A A & Lo G RIEB 2 G NI E i 2 1
CAIEHHE . 0 fi5H] A T DAA 200 SEARSE R UESS, AT B 0K Fuliss 1 0. R I,
S NIX THREBEAR (K Fo VP B AT PR . CA IR FH A0 & AR R HARICCA S e
id-ce-basicConstraints OBJECT IDENTIFIER ::= {id-ce 19 }
BasicConstraints ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0.MAX) OPTIONAL }

5.1.18 EPHEEEFIERS & = CRL Distribution Points

ATUBRR T AR CRLE B HITT 5, AT RBOZE bR iC AR Y JE .
id-ce-cRLDistributionPoints OBJECT IDENTIFIER ::= {id-ce 31 }
cRLDistributionPoints ::= {

CRLDistPointsSyntax }
CRLDistPointsSyntax ::= SEQUENCE SIZE (1.MAX) OF DistributionPoint

DistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,
reasons [1] ReasonFlags OPTIONAL,
cRLIssuer [2] GeneralNames OPTIONAL }

DistributionPointName ::= CHOICE {

fullName [0] GeneralNames,
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nameRelativeToCRLIssuer [1] RelativeDistinguishedName }

ReasonFlags ::= BIT STRING {

unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded 4),
cessationOfOperation (%),
certificateHold 6)}

5.1.19 =mENERREGEFIFR Freshest CRL

ATUbRIR T AR & CRL 5 B 77, abmid TR R R T,
id-ce-freshestCRL OBJECT IDENTIFIER ::= { id-ce46 }

FreshestCRL ::= CRLDistributionPoints
5.1.20 MASBHRIRES Identify Code
ARIHTFRIRAN NS, Frid NAEREY .

id-IdentifyCode OBJECT IDENTIFIER ::= {1.2.156:10260.4.1.1}
IdentifyCode ::=CHOICE{

residenterCardNumber [0] PrintableString OPTIONAL,
- S Ak 5 5
militaryOfficerCardNumber [1] UTF8String OPTIONAL,
LS G
passportNumber [2] PrintableString OPTIONAL
== 4f1 IS

}

5121 NMAHESRES Insurance Number

A TR NS ORI, ARid ARG e .
Id-InsuranceNumber OBJECT IDENTIFIER :: ={1.2.156.10260.4.1.2}

InsuranceNumber::=PrintableString
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22 AL TEFEMS IC Registration Number

AT T AR RN TRGEMN S, PR v ARRsE s .
1d-RCRegistrationNumber OBJECT IDENTIFIER :: ={1.2.156.10260.4.1.3}

RCRegistrationNumber::=PrintableString
23 fAPLELAH XS Organization Code
AT TR R H LW ARS, Frid ARty .

Id-OrganizationCode OBJECT IDENTIFIER :: ={1.2.156.10260.4.1.4}

OrganizationCode::=PrintableString
24 1eMlFRS Taxation Number
AT TARREE S, AR IR By .

Id-TaxationNumber OBJECT IDENTIFIER :: ={1.2.156.10260.4.1.5}

TaxationNumber::=PrintableString
25 EHMIEBY R

26 FR{EEi718] Subject Information Access

DB2101/T XXXX—2023

ARTHR 1 UET AR UM U5 5 AR SS, EEP RO CA B, E B AIRSG ThEEE
UEAR S5 AT CA st , MR R &0 7, TR SR () A 55 8 B AR Ao 7 i o ASTGURT A
AL B CA Y, HAUYAR Y .

id-pe-subjectinfoAccess OBJECT IDENTIFIER ::= { id-pe 11 }
SubjectinfoAccessSyntax ::=
SEQUENCE SIZE (1.MAX) OF AccessDescription

AccessDescription: ::= SEQUENCE {
accessMethod OBJECT IDENTIFIER,
accessLocation GeneralName }

27 -Hl#3{5 2i718] Authority Info Access

ATHEY T A& AT R LU & W1 CA 52 AIRSS . (5 B S tdh £ 240k
MR35 CA SISt . AT LA S AE P IEH A CA IErh, HA AUy AR Y e .

id-pe-authorityInfoAccess OBJECT IDENTIFIER ::= { id-pe 1 }

AuthorityInfoAccessSyntax ::=
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SEQUENCE SIZE (1.MAX) OF AccessDescription

AccessDescription ::= SEQUENCE {
accessMethod OBJECT IDENTIFIER,
accessLocation GeneralName }

id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }
id-ad-calssuers OBJECT IDENTIFIER ::= {id-ad 2 }
id-ad-ocsp OBJECT IDENTIFIER ::= {id-ad 1 }

5.2 IEBHEIIFREN

IEFA SR (CRL) &2l CA BRI, Insaif [ bsic CREs 3 eriE 2%, CRL A A
A, AT TS RGN EFIE R A R . A5 MR ANS.IUDER %fiSh, H 5407 fios .
CertificateList ::= SEQUENCE {
tbsCertList TBSCertList,

signatureAlgorithm  Algorithmldentifier,

signatureValue BIT STRING | }
TBSCertList ::= SEQUENCE {
version Version OPTIONAL;

-=if present, shall be v2

signature Algorithmldentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,

revokedCertificates SEQUENCE OF SEQUENCE {

userCertificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL

-- if present, shall be v2
} OPTIONAL,
crlExtensions [0] EXPLICIT Extensions OPTIONAL

-- if present, shall be v2
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CRL & A &5 #4) | tbsCertList+ signatureAlgorithm F1 signatureValue = &8 43 4 ik . FH b,
tbsCertList G5 T EARLFRAMUAR E A FR MUK I S UCE# HIH. s I+ B A1 CRL 1
¥ {5 E . signatureAlgorithm 7 T CA 25K 1% CRL FTff FH M B EFR IR, AL &5
tbsCertList H signature Bt #H [F B IEAR IR 1T o signature Value 15 1 X} tbsCertList 383t 1745 44 FI1H
WRZAAHIL T SM2, SM2 FEZE L AR UL (SM2 SRS 5 A YE) GMYT 0009.

5.2.1 TBSCertList Z5%3
TBSCertList tBA]FNFFE R B FAIEBHR, TEAE THRAS. ELEE. RE. £
HIH. NURGEFR ). s e BaE. .

5.2.2 BRAES version

CRL fRAS T KRA v2 , BUEH A", FBoafA 2 (V2)
5.2.3 ZKREL signature
CA %% J& CRL Frffi F ) % 05 5 v A5 R 75, 1% B vE W 215 CertificateList — H1 [

signatureAlgorithm [, 455N SM2 iy FYEFRIRE LI GM / T 0006-2012 %6t . FH Fx iR
FTE) o

5.2.4 & #E issuer

ARTARIR T 24 3 KA CRL FISE R, AR D L& — N EAS 1 X.500 TR 4 FK, MUK & 4
FR7BE N X.501 257 Name.
5.2.5 H3HHA thisUpdate

AR T CRLIFMEH I, Al LL#EH UTCTime 5 GeneralizedTime %ifith . 3846 A Ar v 1)

CA'fE 2049 F=LART L AUEH UTCTime g AT, 7E 2050 sELLJE, L 4Uf# A GeneralizedTime %
AR

5:2.6  HXHEHHIY nextUpdate

ARIFRIA T CRL B RIS [A], T % CRL B LAFE G (8] 2 525K, (HAS BRI T Ik i) [A] 25
Ko WIEAFRER CA %5 CRL I 2% nextUpdate.

5.2.7  WHEERET SR revokedCertificates

A P E S I, AR SR AUNAS . 5 W FE B AR — ARG, Hh
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B2k CA HUAHUEH MIEB A SIEBFA S e, SR H . # CA BB S HiE+
#5105 ME—hRils

5.2.8 HBIn crlExtensions

ARV AE CRL version N 2 BB, W HBL, ATASE—NEEZ A CRL ¥ B BF 7.

5.2.9 CRL ¥ RBINXHIEL

CRL ¥ LUK A ANS.1 4fid, 4> CRL F1 4 IUnT LR 4 e o S BBl A by ke .
5.2.10 MAHMZAFRIRFF authorityKeyldentifier

R ARG B HARR TR AL T — AR5 CRL 25 44 FAH AR B A H I 7 2 FEUR & R
Z AN BN B AL B R AR AR T R I BT 2 AN A AP, AT A T ROR S AU
5.2.11 MAZBAIERZIR issuerAltName

ARTGE—NAEREY R, AlEE A Al R A RS CRL AUk 1] .

5.2.12 EPBHEEEFIFRS criNumber

ATE N ERBEM CRL 7, Ron CA UM N2 B> CRL 20 Fic— A SR K 7
H5 . HIP AR A T E — 4 € 1 CRL R BUARSS— A CRL, 357 AAR#ER) CA 25l ]
AKRT 20 FA5HIE PRSI RS .

5.2.13 EEFPHEEEFIFRIER Delta CRL Indicator

AT — KB CRL ¥ g, R —A> CRL &5 CRL. £ 217k vE CRL &5 M5 =X
FORLHT e, A T 3G B CRL BEMS 2 25 ()2 b AN (8]

5.2.14 Mk # = Issuing Distribution Point

RIS —AKHE CRL /8, R —AMFEE CRL 5 RS FITEH, ERPIX S CRL &7 H A
B R UETS A . CA IE BRI BCE — RS RS . MU LIS 73 A R EE S5/ a0 -
id-ce-issuingDistributionPoint OBJECT IDENTIFIER ::= { id-ce 28 }
issuingDistributionPoint ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserCerts  [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
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onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE }

5.2.15 BB HEEFIR freshest CRL(LATFRAIEE CRL HFH L)

RIY EE 7 W 3RE e % CRL (3 & CRL (5 8., ARTLAUNIEXREY &, HFEA R
PAERG & CRL .
id-ce-freshestCRL OBJECT IDENTIFIER ::= { id-ce 46 }

FreshestCRL ::= CRLDistributionPoints

5.2.16 JEBHIEFIFREZBEY R CRL Entry Extensions

AKRHE R T FIE B R SR B AR AR S Y . TR ATURE® M, CRL MUk & #
S22 4 Jir AL AR AR B 1] o

5.2.17 JEEFE{XHE Reason Code

ATUNAEREY B, KUNEBRE N RE . CA MR REFEIE BIEE 71 R & H i A = X
PR ARG . an SRR 2 A TR, AT DA AN e B AR, A 2 8 AR 48 58 (0) 1 &
AP

id-ce-cRLReason OBJECT IDENTIFIER ::= { id-ce.21 }

—- reasonCode ::= { CRLReason.}
CRLReason ::= ENUMERATED'{

unspecified 0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),

cessationOfOperation (5),
certificateHold (6),

removeFromCRL ®)}

5.2.18 H$HETIE Invalidity Date

ARTE — N AER Y R, W] EN3E B PR EE AL EH IR B E A5 2R RN ] 03X AN [) ) DA EGE
FHHEH 212 SRR N R B 5 AT HY) Geralized Time A6 25U A% PR 6 Fm HE IR 1]
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id-ce-invalidityDate OBJECT IDENTIFIER ::= { id-ce 24 }

invalidityDate ::= GeneralizedTime

5.2.19 JEBEMEZE Certificate Issuer

IEFSRH B3R 2% HARIR 7 AE — AR CRL 4% HARSCIRNIE S AU 3 - BRI — MM 70
K R B 183 CRL fa/R B AR S HIE-PHH 53R . IRATUEAE, IEHMAE Y RE S
2% AT CRL 25 HXS LT, MIEF B ATUA 3 Sk A e 3 5 46 44 PR 38UAS 2 K 44 57

id-ce-certificatelssuer =~ OBJECT IDENTIFIER ::= { id-ce 29 }

certificatelssuer ::= GeneralNames
6.  CATANIEHAIIEAISE

6.1 HRGENDHFEKR

BNFP & o 1 H T AE R S LA 2 2075 & LR 2K

1. HFIAMERS PN CA RGEBLAUEIE (HET SM2 %15 HEEFIE B IE RS 515 A
FAH R 2 AR RIE)

2. BT IMERF P E CA RENGENE (L FBUES T R R E A RRID) (5 2% 55
F(2007) 2°5) T HFIEA RERIAHCER, F& (TS B RS & HIMNE)
(1% J5 % [2009]7) HHRESR . HTERS VIR CA RS L IUAA BT IE RS VF AT UEA 1
WIE R 55 M8 FH 25 5 VP AT IE

3. BT IMERS LR CA RGEAA IIE T NXGES GELZUEBAIME ), WEHE M
WG CPagesiEAgXRE), MHEMIEBA NS CFE8FEBA B N TG,
FH G B T He AT A CF & U7 UE 1 8 AR RO )

ARG WU E N T &, 2500 2 AR 561

1. $RAEERE) CA MEHIE T 8E, CA WS IEREE T DR —ANEkZ A #4177 U LAl CA
BRI BHE LSO 77 3828, A LU CA WSS CA L5558 1) LDAP 80 HTTP @4t hik .

2. fRft 5 CA PSS UEFFEARXS L) CRL K ATRSS, A% MR AT SR SN KA o CA HLAE T s
CRL & A 2| LDAP R %5 #4581 HTTP IR %5#% b, W ZAURIE CRL K AT RS v ¢85 i) o

38 RS E AE L AESAE TR E E MRS, 2R 55 A1#% I8 RFC 6960 H17E ¥ OCSP #rill,
PRSI 7E 28 B IE T RS

6.2 CA RGIheeEX
BT S EFMERSVAE CA RGN ZE&ZUTIEATNEE:
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1 EBHE/AR . FP AT DLLAEZR B P Fh oy 2 A CA WU FRIE e 45, fE4R )y U3k
F Pl BLIPER E S B CA WU P B R G HiFiE 5, &207 N P 3] CA Wik ta e
(A LA BB IE TS FH P B FIE T B CA RA CA ERRTE K . CA MU R ECEIET
DA S CF & BTHIE T XD .

2. IEBEH . CA RGEMARUHEBTERIIRE, TH A5 kA 8O SERRIIE AT U 44 B
EH. CA RGAEXIERLEHE, SUHEER AT TiE+.

3. UEBHE . CA RGMNARMHEBREThEE, IEBRMEE, CA RGNS IZUE 1 A LE
FiH gL, FRYE CRL KA 5 KK CRL &A1 CRL KATNRS H.

4, HHWE . CA REPARUEINFEB M H AR E TR, LAORIE A - w] (8 1 e 15
AN 2% 25 5 58 OGS 17 S0 % SOAS B IR AR A R A

5. CRL %K. CA RGN CRL 2K ThAg, JFRIE CRL AA S S IfKs CRL &A7 £ CRL
RATMS Lo CA REZKN CRL AR5 4 CF &5 vk B Ui ).

6.3 CARGHEANEZEOEX

B IAEIR ST AL CA R GEMR Y55 75 % Al T 7 & $Ef HTTP/HTTPS 4% 11, SEHUR %L
FUEFEM 27 6 LT 6 shCTSiE-BAES e SRR iR .

6.3.1 FEMAFRBEIFEAEEO

CA RGui A A 1w AR R b 55 FR K FH P E 1 K HAd S B (48R i E S, Bk
RETE) FEMBIFA R, AR
ES createAccount
url http(s)://xx.com/api/classified/createAccount
iR # D iERBEE# N PKCS#7 SignedData 257 25 42 K k% 2
Fatkal  2) PKCS#7 Pl 3 %4 iE+, 24 M58 UTFS 4wt JSON -7 &, JSON
FRFERARBAER SRR T

certificate Base64 Zi il (8 FAUEHF AT, B
name Al 44 R

idno AV 5

phone K 2 HL i

ZAUETAE CA NG0B &7 FEUR T HUR
http % POST
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KI5
R 6] &

RULH

6.3.2

1) XX iR 8l 5% X PKCS#7 SignedData 287 ()25 42 B4k # 38
2) PKCS#7 254 1) J5 3N UTFS 4wt (1] ISON F4F e, JSON F4F 8 K # i R =
BRI

ret Ba iR[AIRY, 0 R
msg UTF w4 iR~ B
ZA e N SRt

SR 6 R IR R

CA R G FH A VAT A 44 b 55 75 22 58 CLAVE N B0 & 80 20 e - o VR 4E R R 0 T

BN
url
5 R
Ptk 2

http 1
K77
i (A g
St

32

updateCertificate

http(s)://xx.com/api/classified/updateCertificate

1) &R F R N PKCS#7 SignedData 831K 25 20 #5 20

2) PKCS#7 2544 105 3 UTES 4t ) ISON F4FEf, JSON 777 Hi K81 Kk &
B r

oldCertificate Base64 Zafid AL AR 17 8, IHUED

newCertificate Base64 Jutd B iE AT i, e

name AL AR

idno A VAE = i

phone Ik A HLIE

ZAETE CA NG, B 6 7 Bl sl 3 B R
POST

1) XX ik 8] {8+ 28 PKCS#7 SignedData 257 25 42 K kg 2
2) PKCS#7 24 15 S0 UTFS 4mfil () ISON F47H, JSON F45F K 3k R =
AR

ret Ba ik [\[5, 0 KR
msg UTF Jmh 4R~ (g B
ZAEH N SRt
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7. HFIEFBENASERMATE
7.1 NMA%EKBRR

L EPRAMVE ZOR BT i BN RS, RT3 Z CA BUFEH 1 S Ak
BUEIT, Al AN CA HURIAIUR My iE+,  SEELECAIE PR EE E AN, IR0 OR 3 G i 21
F v 2 A A v T S

2 WHE B RGN EE AR AT E Z ARSI T2 CA b By 4 0ke, TR AL
Ty se BNt IRy e WA 2y b B SN E SR A AR B TR

3. HE B ARGBURE BLISIRF 2 CA BB MR = DIRe, M iREUR(E 2 qs
AAERERT B 2 Ve e % CA S

7.2 NMRASRKREX

FEAEAS LIS AR, AR B8 2 2R GeAS B (Rl 55 R s Mk 5575 5K, - A e B A B e 4590
UERIH P RYE L BE 7 BN E . 544 B BRI AN, AR ESR AN T

L X T RA BT ATURNGE . IR R TR RN A R 48, NAERGE THCAHER 72864
(K1 Zh e

2. XA B e g 1 R 15 8 R G0, MR BIE T HCTIE B S BN L (5 M )

o>
[aYay

3. 6T B n S R SR N & g, N AR [T e, I RN E9E (GM/T 0033-2014
A} Ta) Bk T )
4, T EAEREEFRNZBOMHARS, W XHSG— SO, L% — 1S90

IR, P ERIL N G R IIRE .

7.3 NRERAE

L RGP S B N 0T

1 T2 CA BriE B Bl AN S — S AiE

2. BN

SERGU R S EE AR BT A, N (T REAE) DLl AR SR ERE
ME MBI, RS SU RAF SR, B MARERIE RS, BT84 . TER RSN
7, JFRERREN M. k. TEL R, BN TR R ESEE . Al SR VE AT AT SR

By TR A A RNV, SEOUHE TR TEThAE, AT SEEL i 72544 1 AT UL S B
TEM P AR #H AL,
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3. Bl N A g

By s i R R AR FE AN AR B SEEAN S A 1007 3, BRERBEANEALAI R 22 & rE . &)
KT ENE, R SR 1IN A AR . RS R OK, A AN TR N, Ha]
il 2 A B X BRI R, R SO

B OCH N 2 A A B P A, R I AR B 5 7 IR . R AR, U]
H R TR B B 1 25 BUE B FURE . WRIEB A FHRIA S E R, BT AR RF I AR 2
T ERIHSRE T, P AR B K R R 55

4. I E) BN

R DIE R S5 LR S (3t PRI TR Al 55 17 6 T 7T 5 PR A I ] 058 O A BT WRIAE A AN T 15

5. # i N

G RAGAMMBTUES ZETIRERS, NI TE B R S R IR Hhd tefe 45 %
S FH P A5 P FRDAE 59 Jo A0 e 55 4% S 5 £ 3 5 1 4%

P i e B R 1R A E RSV AT BTN 1 USBKey F9ig IC K45 PC £ F #0154, LA
Lrs & B B E BEAUE R SIM R SD REEF L& I AOE i el . U5 BN R % 1
SCREITH ERBRAE RS, TS CF A BUFE B bk 1 LA HRTED .

e 55 2 i 85 R IR 46 2 1 LA SRS VE P B N AL I R A, NSRRI R RS
IR (APPSR it PSR R R 20 s N B TRNE D

A P e e 55 2 10O PR P o B2 P 42 11 B A B0 % M 32 11, SEBION R J2 8 5 e 4 ATAIE 5
ABRIRAL, RSCREITA BIRERIER G FEAT A CAPIE M ELAE SO R T HoR R R 3l B I 5%
FLHRTED -

7.4  S—iEBNAEOMAE

G—iE BN RN RGnT BE RPN O, 9 8% P b DA IR S um 4 1 .
7.4 EPimEO

B P Lttt N R RGR 7 i N AR P B RO, N R EREAE RS, FF IE.
Chrome. “Firefox 25 3 % #s (Chrome A1 Firefox [N 2 % ¥ NPAPI HIiRA) . &/ e v 32
Ffra CPregirit B s mEE) FIEE, XRMERMGES CPeBsit B i o fd

FHRYEY BEB AT & iz AT LALL COM 24, DLL Zha#E4 FEF ActiveX FE 4R IR 7= 5t
773, SR B/S A C/S BRI o % B FUA R
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7.4.2  ICertificateCollectionX 3

ERETFUET SelectCertificateDialog
BR B Y HRESULT ICertificateCollectionX::SelectCertificateDialog ~ ( [out, retval]

ICertificateX **  ppResult )

Thie ik MR A ATIE AR B i IR BEREAE,  WRH PaERE TIE, TAR [
IEF ) ICertificateX %} %
24 ppResult [OUT] ICertificateX %} 4
IR [EE ICertificateX X} % 5@
NULL: KIM

IMFIEF 4 Load

PR 25 iR Y HRESULT ICertificateCollectionX::Load+ (. [out, retval] LONG *  pVal)
BPILGIER B4 AR T FIE 5 1 JEAR PRI AIE 154E
24 ppResult [OUT] ICertificateX ¥4
IR E{E UEFS AR AE B A R >=0: By
EFEE AP I F A <0: K

RIFUEBRT R GetAt
BR B Y HRESULT ICertificateCollectionX::GetAt (  [in] LONG  pos,

[out, retval] ICertificateX ** ppResult

)
Dihedik R RIS RBOEBX R
ZH pos IEBEIEREPEER RS, Ao IFiH
ppResult [OUT] ICertificateX %%
A% A {8 ICertificateX Xf % : B
NULL: RI

AREGIE X 5 Find
PR K5 Y HRESULT ICertificateCollectionX::Find ~ (  [in] BSTR  thumb,

[out, retval] ICertificateX ** ppResult
pp

N~

) RE ik R P F8 SR BGIE T4 4
ZH thumb IEPIRLUFRTE, L& SHAL SR, W
A LA MD5 (455

»
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ppResult [OUT] ICertificateX X} %
IR [EE ICertificateX X %t : AT
NULL: RIG

& IEPB X% CreateCertificateBase64

R TY HRESULT ICertificateCollectionX:: CreateCertificateBase64 BTSR
data,
[out, retval] ICertificateX ** ppResult
)
ThRefiiR  RIEIEH NS (Base64 Sifd) HIEIUE X &
ZH data Base64 2 it L5 8 &
ppResult [OUT] ICertificateX X} %
IR [E{E ICertificateX X} % : &I
NULL: R
FIEIE X % CreateCertificate DER
R TY HRESULT ICertificateCollectionX:: CreateCertificateDER ( VARIANT
data,
[out, retval] ICertificateX **.ppResult
)
Difeihid  WISIEREANE (DER Fafd¥ds) H&EiEix 4
ZH data Base64 Zfid L 5 8 &
ppResult [OUT] ICertificateX X} %
IR [E{E ICertificateX X} 4 : 58]
NULL: R
MIEIE 5% % CreateCertificateFile
PRI i 7Y HRESULT ICertificateCollectionX:: CreateCertificateFile ( BSTR
filename,
[outyretval] ICertificateX ** ppResult
)
Thaefiid  MRIEIEH N ERIEIESY R
ZH filename WP AL, W filename NZS, W —AFT I SCAEST

THE = B, EH P B AT RAE S S
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ppResult [OUT] ICertificateX X} %
IR [EE ICertificateX X %t : AT
NULL: NV
7.4.3 Bt

DEBUG #7#&: DEBUG

JE A LONG ICertificateCollectionX::DEBUG
VIRefiR DEBUG #3&EhL, V4 72 0.

IR ZIEVEPCRE AR 1, WAESATEREF, 28I MessageBox MIJEAIT B A(E S, 1l H]

THERIE
ARG S Quiet
gt LONG ICertificateCollectionX::Quiet
ThRgfhiA REHREE, EAN0

WMEZEET 0, #I I MessageBox &G HATIEFEF M ER,  FHRFEEG RN, R
ZEANET 0, BHBAIGR I IRG R, M4 MessageBox i 45 1%
WEHEPRHROER R $E: Size

Ji 24 BSTR ICertificateCollectionX::Size
ThRgfhid E R A ROE B i BoE

1T — IRAT G R A8 2 LastError
JR A LONG ICertificateCollectionX::LastError
ThRg i BRI IRPAAT IR O A 1R A RS

— AR 115 B ErrorString

Ji 7Y BSTR ICertificateCollectionX::ErrorString
ThREfhid BRE — IR AT R ER (5 2
HHH T L IEFRR: CF_KeyUsage
JR A LONG ICertificateCollectionX::CF_KeyUsage
LhREfhid EYIMBILIERR IR, £E Load )R HEAL A B 5 45 2 % P IE HIIEFS . 0x01

FoRUE P A 0x10 FRoRIUE L UG I % B IIET;  0x20 FoRIE U IAUEH %4
P& BOAE 5. 77 LU ] OR SR &1 kbR & . 1 Chxxxxx BYEA S I, M H 2 2"
5K R

UEP L JEFRIR: CF_Subject Contains
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Jii 24 BSTR ICertificateCollectionX::CF_Subject Contains
Thagfhid R RS ERR IR, 7E Load() B AN AN A 25 45 3 R b 40, 35 41 7 7

FPERIEF . VER: LR, DHRDNEHUK, 2)FRELA—, Chxxxxx BYEH G, HH
HZIAR"S5" KR

R F FE ML AR CF_Issuer Contains

Ji 24 BSTR ICertificateCollectionX:: CF_Issuer Contains
Dhfetiid 2k LI PEAR IR, 1E Load ()RR AUAN S 7R 26 R LRI 0 4

EFRERINET . A ULEE, DRDNSHUR, 2)FRFEUI—E . CFxxxxx J& 4458
W, AHEZ A" 5"HK R,
FMIZFH B OFRIR: Cryptolnterface

Jii 24 LONG ICertificateCollectionX:: Cryptolnterface
ThRgfhid FIF 58 SKF #: 1I(H% sM2)i s B 24, WA 2R A

Gl EARE Sk e
1 RNEH SKF #11;
2 FKoRMEH] CSP 2 1(BA);
3 FRoRIFII A LT AN

BRAE EBIE pEFR N :  CEolssuer Regex

Ji 24 BSTR ICertificateCollectionX::ErrorString
ThRgfhid 2R FRTUS RS R, 7E Load() MBS AN R R 28 K # E I A 1E

Fi5 3 (PCRE)E .. T T ULREAS o H 24 CA BIEB@la:  (CA1/CA2)).

HE: TCEB, 1)K RBUR, 2)FRELT 8. Chxxxxx JBHEAAMEHR, MEZ
"5 )RR,

WEF5 3 Bt JEARIE: CF_Subject Regex

Ji 284 BSTR ICertificateCollectionX::CF_Subject Regex
ThREfhE R T RIS SEFR IR, AE Load() B IRHBEA A R 2 Uk 5 32 U b 77 & I 5%

BX(PCRE)IEF. nH TR Z5kiEB@ W :  GER 1| iEF 2)).
ERECTLERR,  DRNEARRUR, 2)FRFELT—. Chxxxxx BHEAAMEHRN, HEZ
" 5" KR,

7.4.4 ICertificateX ¥

PKCS1 %44 PKCS1String

38



x,

R

DB2101/T XXXX—2023

BR B Y HRESULT ICertificateX:: PKCS1String  (  [in] VARIANT  data,

[out, retval] BSTR * pRet

)
Dhae ik 5 F 24 B0 E P X B i PKCS1 &4, Ihik 6] BASE64 4miit i) PKCS1 254 45
iR A NULL. 5 PKCS1Bytes fHE, A7 7RAA A2 3% [A{E 25 Y AN ]

24 data PR B . B T DR LR R
F#H (VT BSTR #(# VT BYREF|VT BSTR)

FATRVT 11 8635 VT _UIL AL Array)

pRet [OUT] PKCS1 &4, 45 1
IR [E Base64 #ifd ) PKCS1 244 45 3. |52
NULL: Je M

PKCS1 %44 PKCS1Base64
PR R 7Y HRESULT ICertificateX:: PKCS1Base64 (. [in] VARIANT data,

[out, retval] BSTR * pRet

)

ek A A AE B EE i PRCSL %545 B IhiR [1] BASE64 4wfitff) PKCS1 %544 45
SRR ] NULL o

ZH data TR 458, W62 Base64 4mhis .

pRet [OUT] PKCS1 25 44 45 3

R [AME Base64 4ifidift] PKCS1 &84 45 1. B

NULL: NV
PKCS1 # 4, PKCSI1Bytes
PR %EA ~ HRESULT ICertificateX:: PKCS1Bytes ~ ( [in] VARIANT  data,

[out, retval] VARIANT* pRet

\S‘-v

BRI 3 M AR TS B (5 PKCST 2544, iR [ml 7= ik =0 PKCS1 2844 4511,
RELNULL. 5 PKCSI1String AL, A7 7N 2 IR [BIE 2T AN [H]

£ data R8s . B T DU DN R AL

FAFHE(VT_BSTR 80 VT_BYREF|VT BSTR)

W &

FATRVT 11 8635 VT _UIL AL Array)

pRet [OUT] PKCS1 &4, 45 1

39



DB2101/T XXXX—2023

A4k

40

i [B{E FATHUG U PKCS1 242 45 5 J%
NULL: Ve
PKCS1 %4 PKCSIFile
¥ 5 HRESULT ICertificateX:: PKCSIFile (  [in] BSTR  fileName,
[out, retval] BSTR* pRet
)
UhResEd  AEH AR SO PKCST 2544 . i 2hiR [5] BASE64 4@fid i) PKCOS1 2544 44
RIGR [F] NULL 2%

fileName R824 1 A R AR

pRet [OUT] PKCS1 254 4

R HE Base64 4ifith (] PKCS1 2544 45 -« J 2y
NULL: R

PKCS1 %4 PKCS1Digest
¥ 5 HRESULT ICertificateX:: PKCS1Digest  ([in] VARIANT  data,
[in] BSTR digestAlgo,
[out, retval] BSTR* pRet
)
hREHER A 2 AT R 4 PRCST %44, miahik [7] BASE64 4w ) PKCS1 25
R, R [A] NULL
data s e Bl vp LA DL KA.
FHFH(VT_BSTR 83 VT_BYREF|VT_BSTR) %555 A A2 250 base64 Yufith (14 ZEH 48
FATRNVT 1183 VT UL KA Array)
digestAlgo AR 1Y) Hash 9%, RSA UEH 0T LI H
"md5". "shal", SM2ilF1) ] iEFE ecdsa-sm2-with-sm3" .

pRet [OUT] PKCS1 &4, 45 1
IR [E{EH Base64 4mfitft) PKCS1 2544 45 . FIh
NULL: JeM

Bk PKCS1 2544 PKCSI Verify
PREEA  HRESULT ICertificateX:: PKCS1Verify ~ ( [in] VARIANT  sig,
[in] VARIANT data,

[out, retval] VARIANT* pRet
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\S‘-v

iR fEHAREB AR PKCST 244 (JE U D
# sig GG R BAETT DL DL R
FFFE (VT _BSTR 5% VT BYREF|VT BSTR), 7/ Base64 4wt )5

&b
He

W

FHMVT_I1 83 VT _UIL EH 1) Array)
data R4 TG o BE W] LA DU SR A
FAFEH(VT_BSTR 5(# VT _BYREF|VT BSTR), #47i/& Base64 %ifith f1 54

FATRVT 11 8635 VT _UIL AL Array)

pRet [OUT] PKCS1 254 4
A ELEN 0: )
ot s Ve

ISUE PKCS1 2544 PKCSI VerifyFile
PR# 5 HRESULT ICertificateX:: PKCS1VerifyFile ( [in] VARIANT  sig,
[in] BSTR fileName,

[out, retval] VARIANT* pRet

\S‘-v

iR F S ATIE PG IE PKCST %544
# sig A aE R BAETT LU LU R
FIFE(VT_BSTR 0% VT _BYREF|VT/BSTR), @i & Base64 4t {1455

o
He

W

FATRVT_ 803 VT _UI 2580 Array)

fileName RRIRIE R SCPFBR AR o
pRet [OUT] PKCS1 &4, 45 1
AELEN 0: J)

Hof: R

I0AE PKCS1 2544 PKCS1 VerifyDigest

PREEA!  HRESULT ICertificateX:: PKCS1VerifyDigest ( [in] VARIANT  sig,
[in] VARIANT data,

[out, retval] VARIANT* pRet

)

Thiedik (A 4RTIEBIRIE PKCS1 24 (220
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ZH sig B GE R  BAE AT L2 DU AL
FFFE (VT _BSTR 5% VT BYREF|VT BSTR), @7/ Base64 4wt it
FHIVT_I1 8 VT _UIL A1) Array)

digest R SCE R L . B R TT DA LR R
FAFEH(VT_BSTR 5(# VT _BYREF|VT BSTR), @47/ Base64 %ifith it 54

FATRVT 11 8635 VT _UIL AL Array)

pRet [OUT] PKCS1 &4, 45 1
IR [E{E 0: I
Fodth: I

PKCS7 %44 PKCS7String
pR# 5 HRESULT ICertificateX:: PKCS7String <( [in] VARIANT . data,
[in] LONG  fDetached,

[out, retval] VARIANT* pRet

)

DhEeHiR A A e B i PRCST %5 4%« R[] Base64 Zwfit % 0¥ PKCS7 2544
S50, KRG A NULL

ZH data R 8 . BAE T LU LU AL,

FLFHE(VT_BSTR 8% VT _BYREF|VT BSTR)

FATRVT_I1 586 VT _UIL AL Array)

fDetached 0: fill% Attached # U1 PKCS7 %44, 1: {4 Detached # X [ PKCS7
%4
pRet [OUT] PKCS7 &4, 45 1
i [ {8 Base64 4ifith 1] PKCS7 %544 45 -« JL
NULL: KIM

PKCS7 %4 PKCS7Byte

PR R HRESULT ICertificateX:: PKCS7String  (  [in] VARIANT  data,
[in] LONG  fDetached,

[out, retval] VARIANT* pRet

)
Dhae ik 5 FH 24 AT E X B PKCS7 2544 . IR 8] 75 i gm il 4% =0 PKCS7 2544
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gh R, RIMGR [F] NULL
ZH data R 2804 . B vl LU DL 287
FLFE(VT_BSTR 8% VT BYREF|VT BSTR)

FATRVT 11 8635 VT _UIL AL Array)

fDetached 0: fll% Attached # =01 PKCS7 %44, 1: fil
& Detached #% X[ PKCS7 %44
pRet [OUT] PKCS7 &4, 45 1
R EME F RS R PKCST7 24 45 : FkL)
NULL: KIM

PKCS7 %44 PKCS7Base64
PR R 7Y HRESULT ICertificateX:: PKCS7Base64 (. [in] VARIANT bé64data,
[in] LONG  fDetached,

[out, retval] VARIANT* pRet

)

Dheehid (A A RTUE X EOE % PKCST %5 %4 V)i [7] Base64 g% 2 1) PKCS7 %544
54, KRR Al NULL

ZH b64data PP ¥ k. LIE Base64 dmiil 5 i) 747 H

fDetached 0: @4 Attached #% 2\l PKCS7 %44, 1: f

## Detached #3\[1] PKCS7 &4

pRet [OUT] PKCS7 254 45
R [AMH Base64 4wt 1) PKCS7 2542 45 B . ]
NULL: e

UE 5 A A 1% PublicEncrypt
PR 5 5 A HRESULT ICertificateX:: PublicEncrypt  ( [in] VARIANT data,

[out, retval] BSTR * pRet

~

REdE M AENED AP BE AT A9
£ data Rrlmas #eds . Bdm T L2 DU R A
FAFHE(VT_BSTR 80 VT_BYREF|VT BSTR)

WS

FATRVT 11 8635 VT _UIL AL Array)

pRet [OUT] jn#gs i
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44

A EIL(EN Base64 2t (102 45 2%« )
NULL: K
WE P FAEA MR Z PrivateDecrypt
B 2 5 7Y HRESULT ICertificateX:: PrivateDecrypt (  [in] VARIANT  data,

[out, retval] BSTR * pRet

\St-v

RERER A AR AL B o AT R P
# data FehnEE 8 . BdE v LU LR AL
FFFH (VT _BSTR 5% VT BYREF|VT BSTR)

W

FATRVT 11 8635 VT _UIL AL Array)

pRet [OUT]fif 2% 45 5

IR E{E Base64 4fith 11 fif 5% 45 .« J )
NULL: rL0e

75 E #H4U EnvSeal

BR AN Y HRESULT ICertificateX::EnvSeal . (  [in] VARIANT  data,
[out, retval] BSTR * b64Sealed

)
ThieeHiid B EEBEA, SENESEREOE, ERUSAY, Han R, A%

ZH data e A . B T DL DL R A
FLFHE(VT_BSTR 8% VT _BYREF|VT BSTR)

FATRNVT 1183 VT UL KA Array)

b64Sealed [OUT]Hfu g 5
IR A Base64 Zm il i3 .45 3« RN
NULL: JeM

¥ 7 {53 40 EnvSealFile

PRSI HRESULT ICertificateX:: EnvSealFile (  [in] BSTR  srcFile,
[in] BSTR dstFile,

[out, retval] LONG *  pRet

)
DhRediR XU TR EE A, AENER AEREOTIE, EREERH, HanA
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, R4
ZH srcFile Rrds B SR R A%
dstFile 5 IR 1 SO R A2
IR E{E 0: J)
Hof: R

¥ {550 ExtSealFile

BR B Y HRESULT ICertificateX:: ExtSealFile (  [in] BSTR  srcFile,
[in] BSTR dstFile,

[out, retval] LONG *  pRet

)
DhRediR WK TS B (EnvSeal 75 EAEBA AN NAFE 6,  fEBME RS

i, AAREHTAAACRERR, WOREASCEEAE,  FAX AR ED, HAEF v
WoriEts, iR EE .

ZH srcFile R AL I SR A

dstFile B S5 DR AT R S0 B8 A2
IR [E{E 0: I

FiAty : ESe
715 B EnvOpen

PR# 5 HRESULT ICertificateX:: EnvOpen  (  [in] VARIANT  data,
[out, retval] BSTR * b640pened

~

RediiR S BTEEMA, CURE RO, DA S .
# data e G . Bdm vy L2 DU 2R A,
FHRFE(VT_BSTR 8% VT_BYREF|VT BSTR)

WS

FATRVIAL 8035 VT _UIL AL Array)

b64Sealed [OUT] & 45
iR [B{E Base64 2 i5 1) fift G145 5 . |5'8)|
NULL: JeM

75 H i EnvOpenFile
BR B Y HRESULT ICertificateX:: EnvOpenFile ~ (  [in] BSTR  srcFile,
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[in] BSTR  dstFile,

[out, retval] LONG *  pRet

)
DheeHEER WA E R A, ARTIE T AR E T, B E RV
24 srcFile REFAAL IR SCA % A%
dstFile il 0,5 R R AT ST AT R A2
iR [El{E 0: o)
Fofl: R

# 7 {5 FH# . ExtOpenFile
PR £ 5 A HRESULT ICertificateX:: ExtOpenFile (  [in] BSTR srcFile,
[in] BSTR  dstFile,
[out, retval] LONG *  pRet
)
hREfiid WK TS B A (BEnvOpen 7 B0 A UF R A AFIR AL, FEAREL K

PEmy, ARG TN R RAER IR, WRERRSCI R, | EREHX AR, HEriEHoy
BYOTIES,  H A SR

46

24 srcFile FEA B SO % A
dstFile il S5 PR R AT I ST A R A2
iR [El{E 0: i
Fofl - R

XML %% XMLSign
¥ A HRESULT ICertificateX:: XMLSign (  [in] BSTR  xml,
[out, retval] BSTR * xmlSigned

)

DhRe it A58 FH S HE X B i XML 2544 . iR Bl XML 2544 25 5, RIGR [F] NULL
ZH xml B 2R . BORE LR XML 545 5

A EIRE] XML %44 4558« oes]

NULL: FN
XML %4 XMLSignEnveloping
B % i 7Y HRESULT ICertificateX:: XMLSignEnveloping ( [in] BSTR  xml,
[out, retval] BSTR * xmlSigned
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)
hEEfAR A 24 AT E X SR 2 Enveloping 77 00 XML 2844 . BITIR [l XML %42 45
F, KMz [E| NULLL
ZH xml Rl . B 2% XML 745 H
I [H1{E Enveloping 77 2] XML 2544 45« Rl
NULL: R

FAFUEY {5 GetExtensionString
B 2 5 7Y HRESULT ICertificateX:: GetExtensionString ( [in] BSTR 1 oid,
LONG rawHex,

[out, retval] BSTR * pRet

)
DiefiiR A AETHER Y RE R
ZH oid WE-F Y @1 OID
rawHex 1: JRIA 16 HEHEdE; 0. R[AIATFT B AR5 B
AL EHY R IUE B - J%T)
NULL: Ris
Bk
DEBUG #5&: DEBUG
JR A LONG ICertificateX::DEBUG
ThRe sk DEBUG #g i, 44 72 0.

WAL B 1, WEPAT RS, 283 MessageBox FITERATEIRIAE S, #TH
TAEIRIB IR
A ERGE: Quiet

JR A LONG ICertificateX::Quiet
Dhge sk WEHIREE, EN0

WRZEET 0, EHKEE MessageBox ik & AT R AR,  FRREEG IR, @R
ZEDET 0, BHEBAIGR IR R, MA@ MessageBox ik 45 1%
—IRPAT KI5 173405 . LastError

Ji Y LONG ICertificateX::LastError
Dire g el — IR PAT KI5 R AR
L — ORI AR5 B ErrorString
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48

JR A BSTR ICertificateX::ErrorString
Thae g BRI — IR PAT R R A5 R

WEFF T Subject

Ji 24 BSTR ICertificateX::Subject
ThRgfhid IE 32 R

WEHS 484 ThumbprintSHA L

JR A BSTR ICertificateX:: ThumbprintSHA 1

Dhfietiis IEFREC (SHAD

WEF4E4: ThumbprintMDS5

Ji 24 BSTR ICertificateX:: ThumbprintMD5

e g IEFREL (MD5)

WA UF 44 : FriendlyName

JR A BSTR ICertificateX::FriendlyName

VIRedR WEFR AL, WmFRuEd 7 FriendlyName, JlJd& []

FriendlyName, 5[5 CN(QU)
UETSN%: Content

JR A BSTR ICertificateX::Content

Thae g IEH % (Base64 4if%)
WEFF%1%5: SerialNumber

JR A BSTR ICertificateX::SerialNumber
LhfeFiiR HEPBRFS (RoSEH )
UEFMUR# : Issuer

JR Y BSTR ICertificateX::Issuer
ThREfhA AU &

WE A S Version

Ji 24 ULONG ICertificateX:: Version
ThREA IEF A S

4 HIER OID A SignatureAlgorithm

JR A BSTR ICertificateX::SignatureAlgorithm
Thagfhid R4 HIEH) OID 1E

A ] NotBeforeTimestamp
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JR A ULONG ICertificateX::NotBeforeTimestamp
Difedid ARG E] (Unix Timestamp % 3K

YN TE] . NotAfterTimestamp

Ji 24 ULONG ICertificateX::NotAfterTimestamp
Dhfe ik SRt [A] (Unix Timestamp %20

HE RG] : NotBeforeSystemTime

Jii 24 BSTR ICertificateX:: NotBeforeSystemTime
ek A2 2 AN (Y Y Y Y/MM/DD HH:MM:SS)

JeZAEFE]: NotAfterSystemTime

Ji 24 BSTR ICertificateX:: NotAfterSystemTime
s ik RG] (YYYY/MM/DD HH:MM:SS)

IssuerUniqueld: IssuerUniqueldHexString

JR A BSTR ICertificateX:: IssuerUniqueldHexString
Dhfediid IssuerUniqueld F) 1633t ] 7255 £

SubjectUniqueld: SubjectUniqueldHexString

Ji 24 BSTR ICertificateX:: SubjectUniqueldHexString
Lhae ik SubjectUniqueld 916 3k il 7 4F 5

SubjectUniqueld: SubjectUniqueldPrintable

Jii A4 BSTR ICertificateX:: SubjectUniqueldPrintable
Thagfhid SubjectUniqueldff] ASCII ‘77 Hf

IssuerUniqueld: IssuerUniqueldPrintable

Ji 24 BSTR ICertificateX:: IssuerUniqueldPrintable
Dihesik IssuerUniqueld ] ASCII F7%F £

WEH 7515 SerialNumberDec

JR Y BSTR ICertificateX:: SerialNumberDec
ThRg gk EFS P15 (R R)
UEAH5F%15: SerialNumberHex

JR Y BSTR ICertificateX:: SerialNumberHex
ThRgfhid UEF P8 (N B R oR)

WEP 2544 ContainerName

J 7Y BSTR ICertificateX:: ContainerName

49



DB2101/T XXXX—2023

Lhae ik IEH A4

WEF ML : ProviderName

JR A BSTR ICertificateX:: ProviderName

Thagfhid IEF R

A REHPRIN: IsPrivateKeyAccessible

Ji 24 VARIANT BOOL ICertificateX:: IsPrivateKeyAccessible
Lhae ik UEF 2 508 AT AL

FHHKEE: Keybits

Jii 24 LONG ICertificateX:: Keybits

Thagfhid HHKE

s H IR HE 4K CryptolnterfaceName

Ji 24 BSTR ICertificateX:: CryptolnterfaceName

Lhae ik RSB O AFR, AR NA A RRE— 4> "CSPY,
"SKF", "PCS"

FNEH VT IR 114 : UserPIN

JE A BSTR ICertificateX:: UserPIN
DhRe A FEAVT 4. WS %IE e CSP 8 SKF #2110, A DL X B ik B A

VIR AR 4, SaZE 4R, B B A% O ERRVHYIN D4, A H A
F A B NG AE
HEHHIE: KeyUsage

JR A ULONG ICertificateX:: KeyUsage

Dhfie i M 0x01 HY AN T4, 0x02 YA TN

HyL 4 R Algorithm

Ji 284 BSTR ICertificateX:: Algorithm

ThREfhE BUEATR,  FRER FHIFRHZ—: "RSA", "SM2"

XEFR NN FE R 4 F5%: DefaultCipher

JE A BSTR ICertificateX:: DefaultCipher

DyRe ik SRR FVE A RR. Bl aes256, smd 2555, H iU ER 75 B

FBHEAS . XA BT LS, R oas, DM R S 3o R D 28 Bk
SKF ERIFIUETS, S XFRINEE FIL 2 aes256
CSP EAFNPEP AT IRXANEN, NRXANEERE R4, SR FIEIEAZ 3des
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PKCS1/Q1 ¥ B H LM 4K : DefaultP1Digest

Ji 24 BSTR ICertificateX:: DefaultP1Digest
Bl fipu PKCS1/Q1 Hf M EHILMI A 7R, Hf1:  shal, ecdsa-sm2-with-

sm3 ZE4E. XAEYER LU, iR, A A B B e
SKF KA FRES, B BE i B 5752 shal(RSA), ecdsa-sm2-with-sm3(SM2)
CSP KAMUES:,  BRAE B R 2R 2 shal(RSA)

PKCS7/Q7 H i B H LM 4K : DefaultP7Digest

Ji 24 BSTR ICertificateX:: DefaultP7Digest
Dhae ik PKCS7/Q7 #ia i B L ZFR. Hltn:  shal, ecdsa-sm2 Z545.

XA EETTOORZS,  noas, A B s i
SKF ZRAVFHIESS, s B i Z A2 shal(RSA), ecdsa-sm2(SM2)
CSP RAIMIESS, B Ed 45 25022 shal(RSA)

7.4.5 ISKFTokenCollectionX %[O
R TFUET SelectTokenDialog

PR 25 iR Y HRESULT ISKFTokenCollectionX:: SelectTokenDialog (  [out, retval]

ISKFTokenX**  ppResult )

BRI i paN BRI SKF ¥4 XA HE
ZH ppResult [OUT] ISKFTokenX %%
AL WA B, J%T)

NULL: R

In#k SKEA# Koad
BRI £ 5 A HRESULT ISKFTokenCollectionX::Load (  [out, retval] LONG *  pRet)
ThRe g %k SKF %
yAEIE =N I B HE>=0: JEY)
TINER ) B2 H <0 Kb
31T SKF WX R GetAt
PR EG iR Y HRESULT ISKFTokenCollectionX::GetAt (  [in] LONG pos,
[out, retval] ISKFTokenX ** ppResult
)

Thaeiid  MRAER S5 IRE SKFTokenX X 5
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ZH pos IEBEIEREPEER RS, Ao IFiH
ppResult [OUT] ISKFTokenX %%
AR ISKFTokenX % % : B

NULL: R

FRHX SKF ¥4 Find
B 2 5 7Y HRESULT ISKFTokenCollectionX::Find (  [in] BSTR  name,

[out, retval] ISKFTokenX ** ppResult

)
Dhfefiik MRS FRIREL SKF B 5t R
ZH name W AT
ppResult [OUT] ISKFTokenX X} %
IR [E ISKFTokenX X% : 5]
NULL: NV
JE T
DEBUG #5&: DEBUG
JR A LONG ISKFTokenCollectionX:: DEBUG
Difedid DEBUG Fr&ifi, M4 2 0.

WHRZE R E R 1, WEPAT SR, &l MessageBox I AFTEHIRAE R, TIH
THIRIB ER

WA RIS S Quiet

JR Y LONG ISKFTokenCollectionX::Quiet
Lhae i WEEREE, ENO

WERZESET 0, A IEIE MessageBox #i &G PUATEFEFRIES R,  FFREERAE, @F
BEAET 0, BABAIGR B RS R, A EL MessageBox #5517,
4T SKF B #&: Size

J5 7Y BSTR ISKFTokenCollectionX::Size

L REfhad I SKF B i

FRAUE B : Copyright

Ji 24 BSTR ISKFTokenCollectionX::Copyright
ThRgfhid JERUE B

BT — IR PAT KI5 R4S . LastError
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JR A LONG ISKFTokenCollectionX::LastError
Thagfhid L — RPAAT R IGCH AE RA RS

BOE— R4S 1745 S ErrorString

Ji 24 BSTR ISKFTokenCollectionX::ErrorString
ThRgfhid R — IR AT R R (5

7.4.6 ISKFTokenX ¥:[1

ToString
PR HRESULT ISKFTokenX:: ToString  ( [out, retval BSTR *°  pVal)
Lhae ik i th SKF & &15 5

iR [B{E SKF %415 &.: I
NULL: R
JE P
W& 4 HK: Name
JR A BSTR ISKFTokenX::Name
Thae ik SKF % #& & #x

W2 Hii&E . Manufacturer

Ji 24 BSTR ISKFTokenX:: Manufacturer
Lhae ik SKF ¥ il 1

W& 755 SerialNumber

JR 7Y BSTR ISKFTokenX:: SerialNumber
Thae g SKF B¢ 7515

WA AELFRAS: HW Version

J5 7Y BSTR ISKFTokenX:: HW Version

L ReFik SKF % & i iR A

B AR :  Firmware Version

JE 7Y BSTR ISKFTokenX:: FirmwareVersion
ThRESIA SKF B8 B AT R A

I IE HE TFRIH: Cryptolnterface

Ji 24 LONG ISKFTokenX::Cryptolnterface
Lhae ik B

SKF IXzh & ¥R A% 4% : ProviderModuleName
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J 7Y BSTR ISKFTokenX:: ProviderModuleName
DirRe A SKF 4% 7% I 5l 44 FR A ES 1%
7.4.7  BR&EwmiEO

R 55 25 i e 11 B FH 2R Gl 55 25 A 7 EL R R FH I i e 11, NSCRERTR £ BE R 4,
SCHEB/S F CIS S RGN, FFFE CPEaBrFiE B AE) MBFES, mHE i imE+
BAEF1 R 1 77 2L IAS 5] o DA E R 55 UG IE 5 2 T8 (28 ST A ELAS ELN o RS o 42 VL
HTTP/HTTPS fE il e L ohil, I A i K& POST 75k, 15 RS EIRAFAE POST K 5145
Mo

7.4.8 SVS ZAWIFARSEO

254 55k IR 55 (Signature Verification Service, VAT f&#K SVS)FE ML 1 0 # ik 45 & Bk 1525
A5 BT AE M SIE RS . EEASELL N DR

1. UEBEHE, AFEIEE TS Ak & A R, UEFARAS IS IE (CRL/OCSP) .

2. S HHR AU . 30 UF B S S SRR R

7.4.9 IIEIEP

URL http(s):/[ EHLHEEN: i 175 [ve.svr
ZH cert Jir 75 B ALE I IE 15(B64 i),

greenpass UEPS IO R (008 IE . FAHE DL BUETE .

> 0: SEEEIGIE

> 0x01: Fuv¥FRd R

> 0x02: FVFRAERGEF @

> 0x04: AIGIE CRL

fltn: a0 SERE fo v BATE T, R VR AR ARGIE T ad e, )
greenpass {H: (0x01]0x02)=0x03

greenpass NA[IESH, WAL request B A AL 2 X e 40 i,
SVS #{f s W

R[] DA HTTP Wi R A5 (1) 77 2GR B EGHIE R 45 5, Gn: 200 AARIIERY), 4xx: AARKIE
BER, Sxx: RS Ui H A R
Bk H i %5 44 (PKCS1)
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URL http(s):/[ EHLHHE][: ¥ 15 /vpl.svr
ZH cert 2R ET5(B64 Zwtid)
signature 254 MR (B64 Fifil)
algo . A (BRI MEEVE] BRI
> RSA-MD5
> RSA-SHA1
data JRSCH R (B64 ZRtid)
datt JRSCHAE AL, B P A

> 0 JESCHURER
> 1 fEHREEN
greenpass WEPISESR tEIE . FRHE DL REUEE R .

> 0: SERIGIE

> 0xO01: Je¥ it HAE 5l

> 0x02: FUVFARARCIEF il

» 0x04: ALk CRL

1 e G R B o VR I PR, X AR VR A ROIE i@,
greenpass fHN: (0x01/0x02)=0x03

greenpass N IESEL, WIRTE request B (0 21X LA 4
T, SVS Hgfd A B E .

IR el CAHTTP Wi S5 77 2R B 38 (45 SR, e 200 fRERIGIERD), 4xx: R
BOAERS VR 5 Sxx: RS S o B 1R
I UE H 4 25 44 (PKCS7)
URL http(s):/[ ENLHEE][: 3 145 ]/vp7.svr
S8 p7data PKCS7 # X HE (B64 ). 1ER: % pkes7 ¥ b N5 2%
AETICHE) . 254 500 LA R SR
p7odat JR SCHE (B64 mtd). FEE: %S UL Detached X4+
B TR EHRA, AEBESHL.
greenpass UEPISESR tEIE . FAHE LN EUETEH .
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> 0: SEEEIRIE

> 0x01: Fuvrid HEf3imit

> 0x02: FVFARARGES M@

> 0x04: ALk CRL

Blhn: G SEEE A Ve R, X e VR AR RO i,
| greenpass {H: (0x01/0x02)=0x03

greenpass N A IE S, WIRTE request BT 43 B 2 IX SU40
T, SVS Hfd A 1 E .

i [A] PLHTTP M SRS 7 sOR [FIBGUE &5 8, e 200 fRERIGIE i), dxxa [ 3R

IGUEEE R, Sxx: ARSS U A 1R .

IGUE XML 2544
URL http(s):/[ FEALAE]: 355 5 ]/vx.svr
ZH data FFIGAIEH) XML $04 (B64 4fid).

greenpass UE PRI UE SR 0 0maE . B AR DL BUYETE .

> 0: SEEEERIE

> 0x01: FUVRLL HIE il T

> 0x02: SRVFAEXGEREYT

> 0x04: AIGIE CRL

B A BT fo Ve BAE il X iR AR RIE T,
I greenpass fE4: (0x01/0x02)=0x03

greenpass NIESH, WIHRTE request B A & iX He )
a0, SVS Rl s E B E .

EAHTTPRR % ) 75 7GR (A1 6 (45 2R, a0 200 ACRIGIERL], 4xx: R

IIEEE R, Sxx: ARG UR T EE R .

-
=

7.4.10 PCSEMIZEREZIEO

PKI #7438 5l 9% (PKI Crypto Service) fJ i IR 5 3m &5 44 . N il . B35k ss, &
LR -

1. FABHRE L

2. RVHARIINRE BRAE.
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3. L PKCS#HI $v4.
4. ERR PKCSHT B7 %4
5. XML &%
6. HA(EHET
7. B EHRE
7.4.11 SREUATRIRYEESA ID
URL http(s)://[ EMLHBE][: ¥ 15 )/slsvr
ZH 7
I [H] PAHTTP i A5 77 2GR BT 45 2R, e 200 RFRHAT ), 404 R

ERA B, Sxx: PRSI R.

Http Response Content H1 & £71% [5] 7] F ({1 % $1D 413 . Wna 2Am N %
B ID, X% 1D 838 i 47 5 53

Hittp header F14, % Content-Length T8 B ## K &

ARIUCE YT 1D Ffroxs 2 (1 K7 e+

URL http(s):/[ EHLHBIE][: 5 115 )/sg.svr

SR id FEHH 1D

IR [H] A HTTP WS A 77 2GR AT 5, e 200 ARRSAT TS, 404 £oR
FEHABARE], _ Sxx: MR S5 5 H AR
Http Response Content H1 {471 [7] BASE64 il 14 - 1iF 15
Hitp header H145% Content-Length J5i45 F ¥ ¥ K &

AN

URL http(s):/[ EMLHBHE]: 3 15 )/spe.svr

ZH id W ID
passwd HA@HR 2
data BASE64 il (145 N3 504 (VR RSA RGN a1 WISk

KRR R 2 5, SM2 AR

A A HTTP Wi BRI 77 2GR AT AR, e 200 FRFIAT HTh. 400: A3

SRR, 403 [RBRLAVT MBE HHH, 404 RRFHBAKD,  Sxx: ]
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55 Sty S B R
Http Response Content H1 {473 [1] BASE64 % ith FrI AN 2 45 1.
Http header "% Content-Length Ti$ B £ 45 K 5

AR
URL http(s):/[ EMLHRE]: % 115 /spd.svr
BH id A D
passwd A CRVA LR T 4)
data BASE64 a2 5t (7R, RSA RVEAME 2 W el K
KA R (0 2 1%, SM2 FAEA TEUL IR D
R[] LA HTTP Wi S5 ) 77 2R B PAT (45 B nlyt: 200 AT LB, 400: A3
SRR, 403 AR M8 E %, 404 FaREZFHEARE],  5xx: IR
45 Sty S H R
Http Response Content H1{& 171 [0] BASE64 Jii il [Ifif 2525 5.
Http header #1375 Content-Length W45 M K &
NN
URL http(s):/[ EHLHIE][: 3 15 1/ppe.svr
ZH id HHID
data BASE64 % i (1) 457 0 2% £ 48 (VER, RSA AFINE 18 ST
KEKEARESRHAKER 2 5, SM2 A8 THLRRHD
IR [e] LAHTTP i LA 7 2OR FHAAT IS5 8, e 200 AR AT 2D, 400: AR5
SHAEER, 403 ARETTRVT M8 H B4, 404 FoRFHEA KA,  Sxx: R
55 Siti S R
Http Response Content H' R 173 [0l BASE64 4 i i) i 2 &5 5.
Hittp header #1137 Content-Length Ji#i W ¥ K &
NEAfRE
URL http(s):/[ EHLHBAHE][: 3% 5 )/ppd.svr
ZH id HHID
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data BASE64 4w fih (45 s B (JF R, RSA AFfRS K i
KEEARGEEIS KR 2 1%, SM2 ASCEA MRS

iR A CLHTTP Wi BRI 7 sOR AT AR, e 200 ARRIAT 2D, 400: AAF
ZHRR, 403 ROV R EFE ZY, 404 RoRBHPIA K], 5xx: IR
55 Vi S A R
Http Response Content H1{& 17 [7] BASE64 il [ fif %5 25 5.
Hittp header H143% Content-Length J5i45 B ¥ ¥ K &
A PKCS#1 %44
URL http(s)://[ EHLHBIE][: 35 115 ]/smpl.svr
ZH id A ID
passwd A CRA LR R 1 4)
data BASEG64 4t iRI{7 25 4 88, Bl K AR
algo 25220 B B e B S . T LA (RSA-MDS, RSA-SHAD).
algo NTT %S K, WL 1E request B [ 504 10 A X B ¥4 15, PCS
G4 BB RSA-SHALL
datt datt NTTIESEL, WRTE request BRI A B & X Le 445 1T, PCS
K R R 1 E 0
25 4 e e
0: JE3C
1 FHE (RS )
2: % (HEX string H3X)
iR [5] L HTTP Wi BRI 7 sOR AT AR, e 200 ARRIAT 2D, 400: A
ZHAR, 403 BT REFE ZY, 404 RoRBPIA K], 5xx: IR
55 Vi S A R
Hittp Response Content "' {171 [5] BASE64 Jiifith )45 44 &5
Hitp header H13% Content-Length J5i45 B ¥4 K &
A PKCS#7 %44
URL http(s):/[ EHLHBIE][: 35 115 )/smp7.svr
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¥

id P 1D

passwd & (R IRT I 1 4)

data BASE64 4t 25 44 B, B K AR

fullchain B IRNIEAUE T EE, TTLLUA(0,1). fullchain A ES %, Wik
7E request FLTHI A (1, & IX LU R 0, PCS H4-4 F 8 B BN 05

attach #&15JA H Detached 25 #4452, 0= 5 JR ST P7 2440 (AW
), I=AEEECH PT 4.
1= Detached BT 7 A2 125 4 B 15 AN 00 25 JRACHE A

-
=

LA HTTP Wi R A5 77 2GR BT 45 2R, e 200 AARHATHIT]. 400: 1R
SRR, 403 BTN BH%H, 404 RpEHRARKRR,  Sxx: ik
55 i 5 R R

Hitp Response Content H1 {81732 [1] BASE64 4fith %5 44 45 1.

Http header #1175 Content-Length T 45 B %4 < B

G XML %44

http(s)://[ ENLHBE][: % 145 )/sxs.svr

id A ID

passwd A FAH R 11114

data BASE64 it iifs %44 Bt Bds KA R

sigmode e 15ial. i LU (0,1), 0 IR enveloped, 1 7R enveloping.
Sigmode NAESHL, AIHAE request BB A X LR T, PCS
KRR B E 0

A& [H]

LA HTTP Wi S A5 75 2R BT A5 AL, e 200 ARFEAT ). 400: A3
SRR 403 RETRT IMBLE %4, 404 RoREHRARKA,  Sxx: R
45 St S E R

Http Response Content "1 {r 171 [B] BASE64 4iifith (1) %5 44 45 3.

Hittp header H13% Content-Length J5i45 B ¥ ¥ K &

HerEEEg

URL

http(s)://[ EMLHBE][: ¥ 15 )/envseal.svr
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5 id % 1D
passwd & (R IRT I 1 4)
data BASE64 4 (115 G A, Bl K AR
peer BASE64 4l 11 7 1E+
IR [H] A HTTP Wi BRS¢ 77 2GR AT AR, e 200 ARFRIAT Hzh. 400 AR
SRRV, 403 AR TCALT M 8LH B4, 404 FoR BB A H B Sxx: ik
5% S S5 A 1%
Hittp Response Content "' {r 1712 [0l BASE64 4 i i) 8715 .
Hittp header H1f3% Content-Length Ji#i W ¥ K &
B EEma
URL http(s):/[ EHLHAE][: 3 5 ]/envopen.svr
ZH id % 1D
passwd H ARSI £)
data BASE64 4t i LB, B K AR
iR e LA HTTP Wi BRI 7 sOR BHAT AR, i 200 ARRIAT 2D, 400: A

SRR, 403 RERTATT i) B %0, 404 oR TR E],  Sxx: ik
25 i S RE IR

Hittp Response Content H{R47 1 [5] BASE64 Jiifith i) 48 )5 3.

Http header " £ # Content-Length Tifi B £ i<

7.4.12 TSA BHE &R &0

B[] 8% IR 4% (Time Stamp Authority Service)F& it 1 X Zid B 6] 1 7] 45 AR 55 - B (8] k8. 1895 GMU/T
0033-2014 (I IE)E R O HIYEY, TSA BB R 55+ E 1) he

1)
2)

7.4.13

R RIS 1) 8o
BSHIE Iy AT EEK o

A& ATiE) B

URL

http(s)://[ ENLHLBE][: % H 5 )/tsac.svr
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ZH digest (3% T R LA 44 B0 (K B 40 2245 R (hex string B2,
404 B2 0x010203.... )1 digest /& string 73X 1) 010203...),
digest [ & 06 ZBUR 36 B SVE BT A R I B — 3, 1140 mdS B
%42 32 /> char, shal BiZ%& 40 4> char

algo (3R ¢ BRI ERE(mdS B0 shal). algo ATIESEL, Wl
RAE request BT A A XLEE P, TSA KR digest 1]
K JE B3 A L 1 B3

-
JE|

LA HTTP Wi S35 i 77 30IR (8126 K B 25 515 e 200 AR BN, dxx: AR 5xx:
JIR % it 7 R

R R, N [E] DER gk 20 e 8. 7E http reSponseheader B JfIKf 45
5E'Content-Type: application/timestamp-reply'e

AR, HidsgkHE, FFRE 400 £

7.4.14 SGERTIE)

URL http(s):/[ ENLHEE][: % 5 Jsav.svr
¥ tsr W) : base64 Y ik ak HOET A o

digest  (FJ3%) ~#HE4H Z 15 Bhex steing #5144 2 0x010203... N
digest M2 string /&3 010203...). Wi digest Hodi hyas, ML IGAE
o TR 5 &y TN F B 38PN 25

algo (AT3%) « B 59 (md5S B3 shal). algo AFiEZ%L,
UISRAE request B BA L& IX L T, TSA KR digest KIHKEH
BNIRBEAHN I EE . W TRE 1 digest, digest FH B 05 ZUFN 7 22 57015
JIrsee B — 2, #l i1 mdS B3/ 32 4 char; shal $i% /2 40 /> char.

-
JE|

LA HTTP Wi A% ) 5 203 [0 96 30E (R 45 R 4= 200 ARR LI o dxx: AARKI 5xx:
JIRG5 S S R

WRRM, KidxkHE, FERE 400 45 .
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7.5 RNAEBAHTE

FERMETRTZ CA B FAIEB B AR LRSS, NEARITFERNH RS RMS
— B IIEThEE. TERETZ CA Bl P Bl HAilK 4 —IAEAR 55808 OAuth2.0 VhiUF &,
OAuth2.0 I FZ B IE 7~ B B U0 R Fros

o +
| resource |
| oWner |
| |
o +
|
=3

G Bttt PR + Client Identifier B e +
| —4+-———=(A)-— & Redirection URI ----3| |
| User- | | Authorization |
| Agent —+-—--——|(B)-— User authenticates --->| Server |
| | | |
| —+-———=(C)—-— Buthorization Code ---<]| |
S pa ot Bt o e e +

| | i v

(&) (C) | |

| | | |

" v | |
Frmmmmmaes + | |
| | === {D})—— Authoriration Code -——-—-——-——-= 2 |
| Client | & Redirection URI |
| | |
| fgrsme R Yo f=Tanian =t B R a0t R :
S + (w/ Optional Refresh Token)

V& $2 3t Java/C#/PHP %52 KA SDK A8 FHH2 N A# A o
7.5.1 RXBIENA

87 B 5 R )P S SRR BN o R LRI DL XX P AR E LR AL N R4
T 3 B0 B AT AR T 5 0 B O R NP B AR . R N R DR BRI R R A
RCB) AT WA KL

$EAZ N FH I T 7 AR A 45 ARG M A FR. M LOGO. A sk, S URL. M
AL, LV CA HUIES: . SR A ai4E, PR A2 BAE B b S S5 AL

MGG, A3k XX P& EC ) APP ID Al APP KEY. APP ID fil APP KEY /&M %
i B bR, FFHIE APP KEY ANREMERELE T
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7.5.2 NFA&R SDK

R R FECE G- EERSF 63N SDK, {EH7E E—PH 1) APP ID #il APP KEY 1N &
ARl BN DEMREITF & . B8 A A

1. N HETULEFE R NEER 8, 5192 XX P g IAERSHT Sl
k.

2. XX FEIRM T ZA APL, £ XX °F & OpenAPI 53 . NI K & Nidf§ OAuth2.0 M
0, MR EAE A XX P AR Z1E S 10 SDK DL Hi SEEL OpenAPI (R HT, 58 MOH - #4L
BN SAERRRE .

3. MABASERE, FEETFRER, JFRIEREHE, RI)h R A B % F
2.

+ AL
URL http(s)://[XX 4t —NIEAR S URL]/oauth/authorize
SCRFRSAIETT 3 OAuth2.0
(SR html/text
Http 15K 7750 GET
RS response_type 1 [EI2EHY, [EHEMH: code
client id NF [ APP ID
scope  THRBALHIFPR U1 user app
redirect uri AL AL
state FEHLEL
FE 15 5 ZE AL NS
IR [E{E code PR
state I FH 1 3K Bl LA
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URL

SCHFYIETT

¥
Http iR 75 5\

HRSH

DB2101/T XXXX—2023

http(s)://[XX 4t —NUER S URL)/oauth/token
OAuth2.0

JSON

POST

grant type  IR[EIZEAY, [EE{H: authorization code
client id NF [ APP ID

scope  THRBALHIFPR U1 user app

redirect uri AL A1 LIk

state FAHLEL

client_secret S [#) APP KEY.

code FRAF I ALAY

NS

ret i [H]f5

msg W ret<0, 2N RIERE S, 12 [ EHE 45 H UTF-8 i
access_token token

token type~ token Z57Y

refresh_token il token

expire, in token jf HH [H]

scope IR MIBLPR
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$RHL OPEN ID

URL

SCHFYIETT

%3
Http iR 75 5\

HRSH

o
Eg

S

fm

i
JE|
ot

KRB E R

URL
SCHRFIRAE T 2
N
Hitp &Rk J7 X

HRSH

http(s)://[XX 4 —NIEAR %S URL]/oauth/me
OAuth2.0

JSON

GET

access_token F /7 AL token

client id NF [ APP ID

ret X [E]G

msg Q1R ret<0, A7 MM SR ER, IR B HHE 4 H UTF-8 4id
openid OPEN ID

http(s):/[XX 4t —IANIERSS URL] /user/get usr_info
OAuth2.0

JSON

POST

access_token F P 4% AL token

client id N F [ APP ID

openid  F /' 55 B A ME—Xf B2 ) 1D

ret X [E[G

msg U1K ret<0, XA AR RIRREE, 3R BEHE 45 UTF-8 %
i

certvalue & {3 IAIERS HHJIES: (Base64 Zwhd2 )
login_account M5 14 IE 5 s K 5

nick name  WEFK



KB PN RS B
oid N YR mask, 12.5.4.13
value OID X} R {E
URL http(s):/[XX Gt —AIEAR 45 URL]/usr/get_usr_extension
IR [FHE ret IR[AIAY
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msg QIR ret<0, =AMNEIRGERE S, IR PR 45 UTF-8 Zifd

app_not_before  FH /N FH J5 FH IS [
app_not_after FI /7 N 2 [A]
action T RINE

serial  JPHIE

oids ¥ J& OID {5 B 44,

oid MY J& mask, #12.5.4.13
value  OID Xt AH
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AT IE
ZH R
oid NP mask, 12.5.4.13

value  OID X} AH
URL  http(s):/[XX 8t—INUERSS URL]/usr/parse_user_cert

R [E o ret i[5 5
(=l msg W ret<0, 2 H MM RIERERE, REHHE 45 H UTF-8
Ity
subject cn HH 4
subject_ou M
subject o 2R
subject 1 A
subject s B
subject ¢ K
subject_oids & OID (G B A,

oid MNP JE mask, U12.54.13
valuée OID X MAH

issuer_cn R A T 44
issuer ou UEFIA AL 2L
issuer_o UEF5 A 2]
issuer 1 WEF AR 3 T
issuer_s EH MR & A
issuer ¢ WEFS AU A K
subject IE A5 3 I

issuer WEF A &

serial hex RWaYu a2 IRs
serial _dec T+t A5
not_before Aok as H i
not_after Ak H
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algo

keysize

fingerprint

B AEIE+

URL
SCREIOAIE 7 5
X
Hitp %53k J7 =X

HRSH
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HEH L
I
A

http(s):/[XX 4t —IAIEAR S URL]/user/verify/verify user cert
OAuth2.0

JSON

POST

access_token F /7 AL token

client id N F [ APP ID

openid 7 5 8 FHME—XF R ID

certvalue FJIET. HETi1¥] Base64 Zinhd 745 o

fopenid R, UE 5% M ).openid. Fopenid Al certvalue /b ik —4,
2[RI AEAE LA certvalue 9

format —APL 3R [A1 K4 4§ 3, XML/JSON

RS

ret % [AI4i5

msg WIR ret<0;, 2F MM FERIERER, & EHIE A
Fl UTF-8 #4wt%

result  IOUESER.

KAE£E oA =Hr 0 8 1 ARy, mAELAST M
FAARKIGIUE CRL W45 H . WA UE BRERIZE R BEE B
e LN

T 1 ARSI UE TR UE R I, 0 AR AR R 1IE 35
KA IE .

B 0x01-1iFE 45 RO 56 F 25 W, 0x02-11F 5 55 3 1iF 25 W,

0x04-CRL %l 2 o

iR B IR S Fi= (BRAIE CRL | BAEIE-P4E | 58104 339D
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I5IF PKCS1 2444

URL http(s):/[XX Zi—iAilENR S URL] /verify/verify pkesl

SFRISAIE 5 2 OAuth2.0

3 JSON
Hitp 153k 77 2 POST
HRZSH access_token F ' #ZALIH token

client_id ¥ F ] APP ID

openid  F F' 5 8 F #fE— X} REFK) ID

certvalue FJEIT. 1E-F5¥) Base64 %ifid 71

fopenid A% . UF 45 %} B[] openids Fopenid Al certvalue /b i%—1,
2 RS 77AE LA certvalue N

Pkcsl  4hik. Base64 4ifih(¥) pkesl 2544 Kids

data % . Base64 ZmA ) 5 X4

datatype FTiET. 2 AEARIFAL, 1 RFE 16 EHIRE, 0 RERL,

ERINNJE L
algo % % %
T 5 EE AL NG
A EIL(EN ret ix[E6Y
msg WUR ret<0s &AM RIES RIS (5 2, 3% [0l Hdfs 4= &6 F UTF-8
Zifidh

result  FHUEZE R

IIF PKCS7 %44

URL http(s)://[XX Gt —NUEMR S URL) /verify/verify _pkes7
KRFIGUE T 5 OAuth2.0

%=X JSON

Http &R 75 2 POST

RS access_token FI 7 #ZALH token

client id N F ) APP ID
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Fm

&
JE
¥

openid  F J' 5 8 F #E— X} REFK) ID

pkes7 Wik, Base64 ZmfidH pkes7 %54 K
verify  AliE. EFIUEUEF A RE

NS

ret i [A]f5
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msg AR ret<0, AWM PRI RER, RIEHE 42N UTE-8

i

result  RUE4E

R [ ACAS BB LT %

i A A
0
9000
9001
9002
9003
9004
9005
9006
9007
9008
9009
10000
10001
10002
10003
10004
10005
10006
10007

10009

B

1Ef

TR 2R
TG L FH A 1R

TR AL

AL
AT
TR ) SCOPE

ToRLH token

I DT[] T 3t 1k
ASCHFIR H1 KA

[ FE 44

RIS

b 24 client_id

B A openid 5 &

1 3R . 5 FASSE FH A 2 ) — 12
2K openid ANTE T 3R B A
BAAEF A ER

B 2 ) RN
BATHRAE token

G/ 24 client secret
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10010 B> 2B clientcert
10011 BAEGENH, WANHY RE R
10012 UEPENT R TERAE RS G2 15 IR
10016 B> % user_extension
» )
10017 TCA openld
10018 TR B 1D
%\\
%)
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